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Fundamentals z4Em

The fundamental requirements of best practices to avoid attack by pirates and
armed robbers are:

B G I 15 NI 2R 5 1 2R o P R AR (R AR R

1.

Conduct thorough, ship-specific pre-voyage threat and risk assessments to identify
appropriate Ship Protection Measures (SPMs).

BEAT AT L BE X4 2 AR B ATLAT BT UM AN XURS PEAG DA 7 3 24 B i
REOR I 13t it

Implement SPMs as identified in the pre-voyage risk assessment. Companies may
always wish to consider new and innovative SPMs beyond the scope of this
guidance and provide additional equipment or manpower as a means of further
reducing risk. If attackers cannot board a ship they cannot hijack it.

AT HUAT BT XU DA P UM RR IR P 3t (SPMs). 22 ] W] BE B2 Ay
BB 2% JE i H AR R VO T T B AN BT OB AR ORI i, IR AL 2k
BN IIE it — BRI T B i R BGE & AR S E— s,
A BE B4 E

Ships should register in accordance with the requirements of any Voluntary
Reporting Area (VRA) they are transiting.

PR AR R ELSRAEAT AT A A PR 20 1 B RS X (VRA) Bl

Ships are strongly encouraged to report daily when operating in in a VRA either by
email or phone using the relevant Ship Position Reporting — Daily Position.
Particularly vulnerable ships will be noted and monitored.

9 7 O A7V RAES X I [R5 A S8 i e 7 2 o, 5 £ AR VAT A
FRAL B &2 RICIRAAIO B-F DAL E . R %5 5 52 3 Bt i
OB A %

A proper, visible lookout is the most effective method of ship protection. It can help
identify a suspicious approach or attack early on, allows defences to be deployed
and, can serve as an effective deterrent to would-be attackers.

B A OLYEEE R T B R A B R T e BT U SR
()R] e HARBC I B AT 0y, o VRS AR AT DR, “ AR
A5 5 AT DA E R AR B 2 A U8 -
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Aide Memoire &#=3

DID BEING A VICTIM OF PIRACY AND ARMED ROBBERY

Do Not Be

* Report to the relevant reporting centre and Register Transit

ALONE X IR E R OREHRIETIEER
» Co-operate with military or other counter piracy services
AEFEH where such missions exist
SELRESHERSHMRBERSIHEHE
* |t is recommended to keep AIS turned on
BiITIF AIS
Do Not Be | Keep track of NAVWARNS and visit relevant websites for
DETECTED known pirate operating locations
IRERMAAT B & AR XM T B EEDSTE
FEWHIENZR * Consider the appropriate level of lighting to be used in
areas of risk
£ & X B (X 15 % 1R A A 25 Y BR B
Do Not Be | ¢ Increased Vigilance — lookouts, CCTV and Radar
SURPRISED REEX  BIEE, CCTVHERKE
TEHTE
Do Not Be | Use visible (deterrent) and physical (preventative) Ship
VULNERABLE Protection Measures
. FERATRN (RIR ) NYWE (FABHER ) MR ERE
AEBRAB |, These could(includza: razor V\(/ire. use of lvater/ foam etc.
e S  BEANLR  BEKIKE.
* Provide additional personal protection to bridge teams
BEREEMTEAR
Do Not Be | * Increase to Maximum speed
BOARDED = &&=
. * Manoeuvre the ship without severely reducing speed.
ARURER | wrmsmanimg TNaEE
Do Not Be | * Follow well practiced procedures and drills
CONTROLLED | EfgRHFME , NEES
RE Use of Citadels (Only with prior agreement

Master/Company and fully prepared and drilled — noting a
Naval/Military response is not quaranteed)
FEREEL( RESAASME/ ARIEE HET XD ELM
WNEHE—TRIUEB B E/ZE AR RL)

* Deny use of tools, equipment and, access routes

ELEFEATE , REAHEABE




SECTON 1

Introduction #is

Piracy and Armed Robbery at Sea
B LR E R R

Piracy and armed robbery at sea is an organised and persistent criminal activity
prevalent in many parts of the world. Attackers are often aggressive and subject
their victims to violence and ill treatment. Ships have been hijacked, either for a
ransom payment for the release of captive seafarers, theft of cargo or both. Some
seafarers have been held hostage for several years.
B LEARTMRERIHEHERTFIFSHAETREFEENGHEN. FHETRICE
EEl. REHFEERAREN, EXFTBFEZRNNER. MRMSE, BBATER
BRBHFERNES, WBABRHRY, AERERMALZ. A—LERERHINA
AREE.
Experience shows that applying the recommendations in this guidance will assist
ships to detect, avoid, deter or delay attacks.
KWRAA, NAXEEFHEEEMTAMEELIN GRAD « B%. FEIESIEIRK
o
Not all mitigation measures in this guidance will be applicable to every ship type or
in every region. Companies, CSOs and Masters should use this guidance when
conducting threat and risk assessments.
AEREF M BEERERFIEERATEMMER SN X, EE TR IR,
NE) ARRERFMKMIZERX—EE.
The purpose of this guidance is to protect seafarers, the ship and cargo and, to
facilitate threat and risk assessment and planning for voyages transiting areas
where the threat of attack by pirates and armed robbers exists.
AEFENBNRRIFIER . ALY, FHRHXFEEHRMK EBEZE L REBAAT
173 5 b [X B9 BB 0 XU R TR AR R
This guidance consists of: 5E4HAR :
* General advice and recommendations that are common to mitigate against
attack by pirates and armed robbers;
—RRBIWRHEE, BB ESERREHENRES;
e Guidance on threat and risk assessment, planning and the implementation of
self-protection measures; and

BRI R VS MR SChE B R iRiPHEEAYER, AR

* Appendix A providing information on other security threats and the fundamental
requirements and recommendations to ensure that companies and ships can
respond to those threats in a proportionate and dynamic way.



MRAREAXHEMZEEMER, URBERL BB LUE SIS
Rz 31X L£ BB B B AR B SR AL o

* Annexes providing information on regions where there is a risk of piracy and
armed robbery and where prior planning and preparation before transiting the
region is recommended.

MR Bt X T A Xt B e B MR R8I, UREIRHEN X E AL
ERR TR .
This guidance is complementary to other industry regional guidance
and that issued by international regional organisations such as the
Regional Guide to Counter Piracy and Armed Robbery against
Ships in Asia produced by ReCAAP ISC in collaboration with other
regionalorganisations.

KigERE T A R X s SME X FERX AL X EES KSR IFHIE
EhAn D 7E TV M EIReCAAP 1SCEE it X I3 &{ELHLD.

This guidance also complements guidance on piracy and armed
robbery provided in the latest IMO MSC Circulars (see the IMO
website at www.imo.org) and should be seen as complementary to
IMO MSC.1/Circ.1334 as amended.

zl:#‘a-r'im%lxma—n BEEWEHPREESRFNEEEHLONSCE S (LEPREE
2 20 s www.imo.org ) Al g 4 A #h 78 IMO MSC.1/Circ. 133418 1F &

Other sources of information include:

Hi iz B iR aaE:

Maritime Security Centre — Horn of Africa website (www.mschoa.org),
BEREHO-IEMFE AR,

UKMTO (www.ukmto.org)

*kEG LRZAERN

NATO Shipping Centre (www.shipping.nato.int)Jt 2158 iz F»

IMB Piracy Reporting Centre web site (https://www.icc-ccs.org/
index.php/piracy-reporting-centre EREGE 8 RIRE F 10
Information Fusion Centre Singapore (www.infofusioncentre.gov.sg)
ReCAAP website (www.recaap.org). Fiinig s St & AR il
Nothing in this guidance detracts from the Master’s overriding

authority and responsibility to protect the crew, ship, and cargo.

AemE LRI BRARIKITES T —UIRRIPARR, ARSI ST,

A review of the guidance will be carried out by the authors after one year and
thereafter bi-annually. Unless there is an immediate and urgent issue requiring
change.

—FfE, RENEXNEREHITHEE, KEERFHITAEE. RIFFGUMEEN
HZX2aE R



Other maritime security threats H{h;5E %2 B

Whilst this guidance has been developed for the specific purposes of

mitigation against attack by pirates and armed robbers, experience

has shown that the some of the procedures and measures described

can be applied to mitigate against other maritime security threats,

depending on the threat profile.

ERAtER & R T R AR E BB SMERHNEREMR. L1REA, R
BEMERARE, A —LBREFfERt AT RZREME ERERM.
Appendix A provides guidance on other security threats to assist

companies, CSOs and Masters in identifying and preparing for

other maritime security threats that may be encountered during a

voyage, and identifying the resources by which they can assess

the risk to the ship and crew and identify measures to avoid and

mitigate against the threat in the event that it materialises.

MISRARREIDEI AR, ZERARBKIRAFEREMITPEBNEMEEL B
FEAIBIXARAA. AR SRR A A TE R TS IR BN IR, B S FUR AR SR
REFHBIEBD



SECTION 2

Piracy and armed robbery against ships
worldwide

EERYE FE Y PR A B R A

Pirates and armed robbers are known to conduct attacks from small fast craft and
skiffs, sometimes launched from motherships, which are easier to operate in
relatively calm sea conditions. It should be noted that in general, the calmer the sea
state, the greater the risk of attack.

TBRMRRIREBOA AR BTN EYRIERNEHITIE, ARSI LR, 18
MFEAVEREFG TERSHRE. MIIENE, BRIRIR, BEETR SIERNX
K .

Piracy and armed robbery most often occurs in the areas described on the following
admiralty maritime security charts:

BHRERERIEELEE TREERE LR EEE (AXEE308E) fEid a7k :
* The Western Indian Ocean (WIO) -Q6099 (see Annex A)

e The Gulf of Guinea (GoG) -Q6114 (see Annex B)

» SE Asia (SEA)-Q6112, Q6113 (see Annex C)

LIMITS OF MARITIME SECURITY CHARTS
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The areas covered by the charts should not be regarded as exhaustive — piracy and
armed robbery is a dynamic International crime which may affect other areas. In the
event of piracy and armed robbery emerging as a persistent threat in other regions,
this guidance will be updated accordingly. The industry website

WWW. maritimeglobalsecurity org should be viewed for the latest regional guidance.

Bl 2R B BHEMRFIEME IS ERRICE, ©A)
HE ig,\fltflﬂlz ﬁﬂ%/@ fuﬁtzé#ﬁabﬁij] L i X FFERTF FERUBLRD, A Fa R 1AE

J\

7



M EHT. AIEFEI T S www. maritimeglobalsecurity. orgNiZBE R RAIERIER
X

These charts provide guidance including details of information sharing and
voluntary reporting and, should be used in conjunction with this guidance. Notices to
Mariners will advise of changes.

XLBERM TiERE, SEERLAEMEERSENIFAER, NixSiEEEaEKRE
H. fUgBERFEHEL.

The charts also provide details of Maritime Security Voluntary Reporting Areas
(VRASs) and reporting and registration requirements which ships should adhere to.
This ensures that military forces in the region are aware of the ship’s passage plan,
and its vulnerability to attack.

XSRS TIBE R BEIRERXE (VRAs) FIFHAES, LURARARE THIR S
MFILER. XA T ZMEXNEEHEMNEXBAMBEI IR, URESHZBERN
CE=N

The latest information on locations within a VRA where pirates are likely to operate
can be obtained from the sources listed in the annexes prior to completing the threat
and risk assessments (see section 4). It is also important ships are prepared to
respond at short notice to avoid attack when information is provided by navigational
warnings (Navtex), Inmarsat Safety Net Broadcasts and/or Naval/ Military forces.
ESER BN FIRE TG (section 4) HI, BERSXEBAFRGEZ GRZLHRM
MLEEERAILMME R FRIEFIRPIRG. RIFEEENEMIAEENEZIRENavtex
EfREEDEREMET BN/SUEEEFHEMNB MG R AERFBAME RN,
LU 52 2 B I .

Information is also available through International Maritime Bureau Piracy Reporting
Centre (IMB PRC), which is an independent, not for profit and non-governmental
agency providing a 24-hour manned service to shipmasters and ship owners to
report any incident of piracy and armed robbery occurring anywhere in the world.
EfREEEEEAIRE T O (UTEHR “IMB PRC” ) IMEHAXEZR. ZFLE—MH
S IEBRFIRVAEBUGHLAL, AMRIKFRRREE 24/ B ANEVIIRS, MEHEF M
ZHEREHE RIS EhE M

Joint War Committee Listed Area B&{EkZERSHIHAXE

The insurance community lists an area of perceived enhanced risk in the region.
Ships entering the area would need to notify theirinsurers and additional insurance
premiums may apply. The Joint War Committee (JWC) comprises underwriting
representatives from both Lloyd’s and the International Underwriting Association
representing the interests of those who write marine hull war business in the London
market. The geographic limits of all JWC listed areas can be found on their website:
REEF TN TS —MA AR IERA X . M X AIARAATE 28 A E AR 2
A, FAREFEIMIMNRIEEE. REKLFERR (WC) B RMEMMERAERIPS
HRRARAR, IIRETRTERBMETA LS LMRTME SRS ANFIE.

www.lmalloyds.com/Ima/jointwar



SECTION 3
Voluntary Reporting amims

A major lesson learnt from operations against piracy and armed robbery to date is

the importance of liaison with the military and law enforcement. This is an essential

part of self-protection that applies to all ships. To ensure these forces are aware of
the intended sea passage and to understand the ships’ vulnerability to an attack,
ships are encouraged to report to the centres overseeing the Voluntary Reporting

Areas (VRASs). This information is essential to enable the centres to best use any

assets available to them and to assist in an emergency. Once ships have entered a

VRA it is important that they continue to report while transiting within the area. This

will allow the reporting centres to update the ship of any maritime security related

incidents or threats in that region. The four key centres are as below:

125 AL, NMTESEMEELHNITHHFIN—ITEZRVNERESE R FHELR]

AERANEEM. XZERTHEMANBRRIFNEXREEIRT . ARRXLE

PA T fETRERRYE LIRS, H TS ZENSS =, SRARMEE B EREX (VRAs)

HIEEF RS XEFRANTESTOEBRATAERNENERZ~MEXIE

ATREHRLAF L. —BARRHENVRA, MBHNFEREREE. XFiLkR

EHHIOREB EFNZ XIEAMRERDE LR EXFWEEM . AN XEAFOWT:

B For the Western Indian Ocean, the MSCHOA and UKMTO voluntary registration
and reporting scheme in the WIO (chart Q6099). It is extremely important CSOs
and Masters understand the differences outlined in this chart and those below.
A specific and detailed High Risk Area (HRA) is outlined and there are important
reporting procedures to be followed in order to monitor and give guidance at
short notice on threats in the HRA. Ship reporting is the major indicator to
MSCHOA on the level of implementation of BMPs and the only area where it is
monitored to this extent. See Annex A for further detail.

FEPHENE ¥, MSCHOAFAUKMTOZEWIO0RY B ZE IS TR E TR (ElQ6099) . L& SIAIfR
KERXKERSEMTERANPBLERZIEEEEN . —MEAMIFHANS
XUBGSusE (HRA) #4848, 7+ B EEZMRERENIZHWET, UEIIEEERFE AR
HRAFREO B MR 136 S . FRARIR & EMSCHOAZE SLit AR B IR HE Mo /5 T B = 24547,
X EFHTIX 75 AR ME— . T EFA.

B For the Gulf of Guinea, the MDAT-GOG voluntary registration and reporting
scheme (Admiralty chart Q6114 and French Navy Hydrographic SHOM Chart
8801CS). It is strongly encouraged that the reporting requests for information
are implemented by all ships transiting the VRA. See Annex B for further detail.
XFFJLAILE, MDAT-G0G GEFSUR A ZEIR-/LALE) B EFIEMkEITR 8
AR EIQ61 14F0A E G T /518 EISHOMEIB801CS)  5RZUELH) AT A58 id VRARIARAASE
TEfREEKEENES. FIUMHEB.

B For South East Asia, the Singapore Information Fusion Centre (IFC) voluntary
community reporting scheme (charts Q6112 and Q6113). This VRA is extremely

large and should be considered in conjunction with the listed ‘areas of concern’.
9



The differences between the transit reporting guidance to the IFC and
requirements for immediate incident reporting and procedures as highlighted by
ReCAAP ISC, should be noted carefully by Masters and CSOs. See Annex C
for further detail.

*FHBE, FHmEESE S0 (1FC) BEMRX R EITXI (BQ6112F106113) o X
MRAIEE KR, ROZ5FIHA “FKFMNTE" —EZE. W TIFCHEEREIERS
ReCAAP ISCETIE IR Bl EHIREMIEFERZBINES, REFRMAKNFIL
NEXE. EIMEC,

The Admiralty Charts referenced above provide the mariner withmaritime security
reporting information to compliment effectivevoyage planning through the regions.
Due to the risk of piracyand armed robbery, and the complexity of security threats in
theregions, the Admiralty Charts should be used in conjunction withAdmiralty
Notices to Mariners, Safetynet Service warnings andNavtex messages. The VRAs
as shown on the charts clearly definean area, so that companies and shipstransiting,
trading or operatingin these regions can join a trusted reporting scheme.

FEFEERASRE®RELZE2REES, ARG I RFZREXIMITIR.
AT 8EMRREHOXEE, URZMXZEBMNERY, BENEENEEEE
HEgRALNELS. REMERZESMNavtexiRL—RFEM . MEFR, VRAsTHE
BUXIE T —MXE, UMEEZXBRSHIEEARTZEIAMEFTLUMA—NAE
RV ST

Positional data, suspicious activity and incidents reported byshipping in the VRAs,
using the forms on the Charts, assist in thecreation of a detailed and accurate
regional maritime securitypicture. The analysis is used to produce security
recommendationsthat are shared with seafarers, companies and law enforcement

agencies to improve threat awareness and, incident response.

VRAsHHIAGAAE A Bl R RV RASIRE M ERIE . ATRITAMNMEY, BT OEIFHEFM
EME LREXFER. 7R TESSERAZENRLEN, ARFMBENG
RGEBHEIR, BN .

Ships are strongly encouraged to register and report with therespective reporting
centres as appropriate and, then send regularreports.

BAVRZNEMAREE L BFATEAEXRET ORBIEMRE, REERLRERE

10



Section 4

Company Threat and Risk Assessment
A T BRI R S A

This section details the procedures that should be undertaken by the CSO and
Master in cooperation to identify the appropriate Ship Protection Measures to be
applied to a voyage through an area or areas of risk from piracy and armed robbery.
X—TFMIHEA TCS0 (ARRERR) FMKEIEAREMIEER, UMEERET—
5L B B RN A fe B 3t X A4 TR R SR BR RO & 2 BUARARRIPHEE -

Threat assessment BB i¥{L

The threat assessment should include threats of piracy and armed robbery so that
its output will inform the risk assessment.

BTl N BE S BB AR S8 BB,  LA(E EL i @ AN XU P

OPPORTUNITY

A threat is formed of intent, opportunity and capability. Intent and capability cannot
be mitigated by masters or CSOs. Therefore, mitigation against the opportunity for
an attack is the focus of this guidance, risk assessments and any subsequent
SPMs.

“Bli RHEE. NSMEENERKR. KMl ERREEEMEN. Eit,
RO AR ENRAER . XEITFE T EERRARRIPRER (SPMs) ME.
In the context of piracy and armed robbery, capability means that attackers have the
physical means to conduct an attack, intent is demonstrated by continued attacks,
opportunity is what is mitigated by the company, ship and crew through application
of the measures described in this guidance.
EEHEMRKRBIBERAT, “BN° EMRERNETEELRBENYEFE, “EE”
BIEFFENIERRI, “HS” 227 AEAAFIAR SR N A A s f ik i 8 e
KRR, RISTS.
In addition to the information provided in this guidance, supplementary information
about the characteristics of the threat, specific or new tactics, and regional

11



background factors may be sought from Regional Reporting Centres and
Organisations as listed in the sources detailed at the annexes, Shipping
Associationwebsites, commercial intelligence providers or local sources e.g. ships’
agents.

fR T EARIEERENER, B S, B FiiaR, XSS =EHZEE
SR AN X3RS Ao M RiEE S B st s Muh . @l iERIE S FHER S
o SRIRANARAY IR T 3K

Risk Assessment X & iF{&

Risk assessment is an integral part of voyage planning within a safety management
system. All voyages require thorough advanced planning and risk assessment
using all available information. The risk being evaluated should include likelihood of
harm to the crew or ship from attack by pirates and armed robbers.

The risk assessment must reflect the prevailing characteristics of the specific
voyage, ship and operations and not just be a repetition of advice e.g. relating to
different geographical regions and different pirate modus operandi. Detailed
guidance on preparing risk assessments can be found from a variety of sources
including the ISPS code.

R ITEE R REEB AR PAURITRI—MAR IS . MBEMITHREEMAERRS
AIRERHITEEATHRIF X . ISR B/ RSARZ R g B MR R
HMEZRTH RN . KT A2 SURBREFENUR. ARAEAIEW R BH R, MA R
SESEIW, HIIERAENMIEXEFAAEEREW AR, EEXEITGEF
MRS

4.1 Risk assessment considerations for the Company

KRR K T ERE
Like the Ship Security Assessment described in the ISPS Code, the risk

assessment for the risk of piracy and armed robbery should include, but may not be
limited to, the following:

5 ISPSHNEr iR HIARAA R £ WL —4F, BB MFFRICH X 1T N B EARIRTIA

TAR:

B The threat and potential areas of increased risk (who are the pirates or armed
robbers, what do they want to achieve, how do they attack, how do they board,
which weapons do they use etc.) Companies should use the sources listed at
the annexes to do this.

RBEIE B B AR TE X I (E R AR s e, (B ZER 4B, k(]
WIS, eI ERE, mAER AR %—ff) AR RIZIE AR5 H Ak
iR R TE XU T .

B Background factors shaping the situation (likely visibility, sea-state, traffic
patterns e.g. other commercial ships, local patterns of life including fishermen
and, other local maritime crime).

ZMEBNERER (TEMNELE. /1. Z@ENX, flinEaEmpn, SivEs
RABEERMEMANE LILF) .

12



B Co-operation with military or other security services where such missions exist.
EBXUESHNELSSHMBLEREZINEILNEE

B The ship’s characteristics/vulnerabilities/inherent capabilities to withstand the
threat (freeboard, speed, general arrangement etc.).

RRAREFE/ 55 2/ LURI BB B B 14 RE (A, RE. 2HHES) .

B The ship’s and Company’s procedures (drills, watch rosters, chain of command,
decision making processes etc.).
RRAAFARBIER CEY . AREBM, HERE. RELRES .

The risk assessment should take into consideration any statutory requirements, in

particular those of the flag and/or the coastal State.

RS 22 R B R B RERER, LHEBAREEM/SCERERAE.

A key output of any risk assessment process should identify whether additional

mitigation measures are required to prevent attack.

EAATXUR R4 T A2 A X 5 40 H B R 2R A R B BB &IV E R FE It SR B LE T

13



Section 5
Company Planning 2t

5.1 Company planning prior to entering an area of increased risk

TEN DR 38 T £ J i DX AR R 2 ) T )

This section details the procedures that should be undertaken by the company prior
to a ship entering an area of increased risk identified through the risk assessment in
order to mitigate against the risk of attack. It should be noted that pirate and armed
robbery risk will vary across regions.

AT B/ BIEARRAHEN 2 RS T4 1R B XU 1810 0 (X 355 2 A R SRER 4R BO2 /5,
RUARBREENG. EEEIENE, BHEMKERLHNNEEFEMX & HERE.

5.1.1 Register ship with relevant reporting centre

[A] A R O B IR AR E B

It is strongly recommended that companies register for access to all websites
offering additional and updated information prior to entering an area of increased
risk identified through the risk assessment. For example, the restricted section of
the MSCHOA website and, the UKMTO website contain additional and updated
information. Note that this is not the same as registering a ship’s movement — see
below.

SR INEINL A R TEHEN BT XU WAL B RO XU 3B N B st 2 AT, SEM 7 19] FR B 1R 4 &0
SNFRER TS S RIS . 5I4A, MSCHOAPWE FIUKMTOMX b Y 52 R &R 47 B & S B A &
HER. HEE, X5 EMEMNBHENRN—R T

5.1.2 Obtain latest threat and risk information from designated

regional sources

MR B B X R IR ZRAF B 8T 1 BUED A XU A5 R

Great care should be taken in voyage planning and the company should obtain the
latest threat information from the relevant websites (see the annexes as
appropriate).

AFEAVOT RN EIERIEE, ATRNIZMNEXME R & RS S (L) .

5.1.3 Review Ship Security Assessment (SSA) and Ship Security
Plan (SSP)

& o MR DR 2 PR AL AN AR OR 22 1 &)

After completing the risk assessment, the company should review the ship security
assessment and implementation of the ship security plan, ensuring that any
necessary follow-up actions are taken as appropriate.

ERBRRRTEERE, ATNEERARSITEFRAZSHRIGRITER, BERR
EHMEEITEN.

14



5.1.4 Put ship protection measures in place

FERE AR ORI 5 v SEE s

The company should ensure the SSP highlights where and when SPMs and vessel
hardening are to be in place for passage throughan area of increased risk and, that
this is exercised, briefed and discussed with the Master and the Ship Security
Officer (SSO).

ARV FAERAMAR R IR (SSP) #WELXE, BIATEEEMIAE{EM S RERR
RRzRE XUSIEMEKE, AN SARKFIARARARZR 51 (SS0) HEIT/RE . BIRFITTIL, 1¥5&
L BIRRRATRIPHE e & SERU(L

5.1.5 Monitor piracy related websites for current threats

BREFAE S5 ¥ 15 X 3 T 408 24 T ) B

Ensure that crews are briefed of any threats of piracy and armed robbery which may
be encountered during the voyage. Company procedures should stipulate masters
to monitor all NAV WARNINGS - SAT C (NAVTEXT in limited areas) as appropriate.
(see the annexes as appropriate).

HIRAR R TRGTHE T L £ NEMEARERREBMNEN. AANRERIE
RRC7E PRI DX S 2 R F] RE M2 PR B HUAITE B -SAT C(NAVTEXT) (IUHERAIRHSR)

5.1.6 Offer guidance to the Master as to recommended route

AR AR HI B 5 v

Offer the Master guidance regarding recommended routeing through areas of
increased risk identified through the risk assessment. Guidance should be provided
on using recommended transit corridors or other supported routes (e.g. a Group
Transit or National Convoys where these exist). If anchoring, consideration should
be given to the use of protected anchorages where available recognising that
standards of protection vary widely. The company should appreciate that the
voyage routeing may need to be reviewed and amended at short notice in light of
updated information.

X i XU PRt TR B 7 W KBS SIS A0 Y X ISR B 4 ARACHE R OM L . $ERaP IR X T
FEREFNT R ERSEME I IFNERE (i, ANEEHEEMFM . ARE
#H, MEREAZAFARN, BRPFETET SZRZRIPIET. QARINIAR
B, TR REFEEENERNRESHESHITEEMER.

5.1.7 Plan to maintain security of critical information

YA 2 4 S RS BRI

To avoid critical information falling into the wrong hands, consideration should be

given to ensuring that:

ABRKXBESENTIAZTF, MHREFEWPTERN:

B Communications with external parties are kept to a minimum with close
attention paid to organising rendezvous points and waiting positions; and
RERLEINARAE, AEVEBERG S RFIFUENZHE: M

15



B Email correspondence to agents, charterers and chandlers should be controlled
and information within the email kept concise, containing the minimum
information that is contractually required.

5RHE., AxRMHEEENEFIEREN1ZZRIEE], BFaEPrER AR
EE, RESSESREEKRNEVER.

5.2 Company planning on entering an area of increased risk

O3 F]THRIFEN RS 38 0 Y [X 2%

Ensure that the appropriate registration and/or reporting forms have been submitted
in accordance with the applicable reporting recommendations

AR ERBHEFNRELNBRZSEREIMA/ SREBRAITRE
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Section 6

Ship Master’s planning s&mitx

6.1 Ship Master’s planning prior to entering areas of increased risk

HEN RS 389 0 X T S TRl

This section details the procedures that should be undertaken by the ship’s Master
prior to a ship entering an area of increased risk identified through the risk
assessment, in order to mitigate against the risk of attack.

RKADZENG, REFRUARKEMAAFENZ TG FENPEIG N8 XA F R
BRI RYIEZHILER o

6.1.1 Implement SPMs SZififii il 2 {530+ i

SPMs should be implemented as determined through the risk assessment.
1B XUBG T 7 E SE MY R 2 R I 3R Tt
6.1.2 Brief crew, check equipment and conduct drills

36 & o LA >
Crew should be briefed on the necessary security arrangements identified in the
SSP. Dirills should be conducted prior to arrival in an area of increase risk as
identified through the risk assessment. Drills should be unannounced, to ensure
crew respond appropriately in the event of an actual attack. If necessary, drills
should be repeated in order to improve response times. Personnel should be
briefed on their duties, including ensuring familiarity with the alarm signal indicating
an attack, an all-clear signal and the appropriate response to each. Consideration
should also be given to the following:
N EARSIEE N BEMMAARZ TP BV EREHE . NAEFENXE TR
XU I AN (Xt 2 B4 ZUE SR . & S NIZAERBBEMAER TEHT, UBHERMARE
EE LB EFRMEESERE. MBALE, NREREUAGRMNNETE. SMIRNE
BENAEBRRR, OFERERRERFNENERES . SIMERESHNNESR
Rz. tb4h, TRNEEIAT:
1. Testing the SPMs and physical security including all access points.

MR AR R R L S BEMEMALN
2. Removing unnecessary equipment from the upper deck.

MR EBRA LR &
3. Securing the accommodation block.

FEX R EHIRERY
4. Testing Ship Security Alert System (SSAS) (giving prior warning).

RZMK GERTHED)
5. Testing all communications equipment, alarms, etc.
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MK @R E, IREF
6. Testing all deck lights and search lights.

M3zt R AR R AR FNER BRAT
Ensure that crew members will not be trapped inside a ship, during an attack or
during an emergency for example fire or flooding.

MR RAEZ B RERMARBKEFZRFEAT, F1SREERA.

The location of any Safe Muster Point and/or Citadel should be known to all crew
members. This location should only be shared with relevant third parties such as
military or law enforcement authorities responding to an incident. The location
should not be shared freely with any third party e.g. port authorities, stevedores, etc.

FhB# nﬂ%ﬁf%ﬂ)ﬁﬁﬂ}‘céﬁ_n, /SRR E . WNERNSEHMME
BHRPUEBITFHEXE=ZFHZ, 2SR SEMMEOSHE. BL/HERFE=
HHEEDZ

6.1.3 Emergency Communication Plan N 2Bk R itXl

Masters are advised to ensure that an Emergency Communication Plan has been
developed in accordance with the risk assessment, that includes all essential
emergency contact numbers and prepared messages, and which should be ready
or permanently displayed near all external communications stations (e.g. telephone
numbers of regional centres, CSO, IMB PRC etc.).

B RRBEXIPERREL—RERERTX, SEMAEXEENZREKRS
BIERFNER, FRERFIUKAKMERAXIMEES & ML (FlanXiEN 2
FICHEBIESHE. ARRE5H. BRNEERMEEREHTLEH) .

6.1.4 Automatic Identification System EZiRFI RS

It is recommended, subject to frequent assessment, that Automatic Identification
System (AIS) transmission is left on throughout any and all areas of risk, but that it
is configured to transmit ship’s identity, position, course, speed, navigational status
and safety-related information only. It should be recognised that certain flag and/or
coastal State regulations can require AlS to be left on.

EREFENERT, BNBINRAERS (A1S) FEERAXE X E#RFTIERT,
BigEAREMMAMAARRIS. (L&, fiE. EBE. fUTRESMZERXER. HA
RE, REMEEF/SCHEEIEM AR ER LT RAISIRE .

6.1.5 Define the ship’s Ship-to-ship Transfer (STS)/Single Buoy

Mooring (SBM) policy & XfiFEMTER (STS) /HF & HRiH (SBM)
The following should be considered when planning Ship-to-ship Transfer (STS)/
Single Buoy Mooring (SBM) :

HITXISTS/SBMIRIERT, NEBIUTEE:

1. During an STS operation it is essential that the lookout is coordinated between
the tankers and any standby ships. This is particularly important as there may
be restrictions on operating radar during an STS operation.

FESTSIR AR, winfEe  BFME &R EhiATE. X—=5 Rl EE,
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RTESTSHAEHABI AT RE R PRBIE BB %

2. Consideration should be given to the issuing of hand held night vision optics to
assist with the identification and early warning of unidentified small craft.

W% R E BRI A FHRMAFMNEE, UENRAFREATRE N BB RITER .

3. When conducting STS operations it is recommended that the Master
establishes communications with the shore authority regardless of where the
STS is taking place, but that contractor/agent communication should be as late
as possible in the proceedings. All communications should be kept to a
minimum to prevent unauthorised receipt of information.

FEFATSTSIRALET, FTIRSTSHEMAHITHENMKSEFIREIBERKER, B
SRR/ NRENBERRTEEHIER. ABLEIEEREIER, BB BEHNARE
ERIKRE, .

4. Consider the use of protected anchorages where available recognising that

standards of protection vary widely.

FRERAZRIPIEL, ZNRBTENFRIPIREERIRK.
5. Consideration should be given to radar watches, Lighting arrangements and the
notice for getting underway.

R [EEIAET . REARABEAFF AR
Use of codewords may be considered appropriate if it is believed that communications
are likely to be compromised.

MFINABIEFTREZ R ST, IBAERBRRKAFREHIAAZEZHH.
6.2 Ship Master’s planning on entering an area of increased risk

P TR E N XU i X 35

This section details the procedures that should be undertaken by the Master on the
ship’s entry into an area of increased risk as identified through the risk assessment and
during transit in order to mitigate against the risk of attack. When transiting areas of
increased risk identified through the risk assessment, further briefing and checks are
likely to be required prior to entering them.

AIFMA T AR FEARARZE N BT MBS PR 1R 51 B B XUBR 18 o0 X S5 A R SR 72 o
KEERERF, LURAOIER . EXBITHEFHENEIE M X d e, rTaeEkE
HENX L X 2 BT T — PR E S EIRFRE

6.2.1 Submit initial Ship Position Report Form
ARG AL B TR

If the voyage includes the transit of a VRA the Master should submit a “Ship Movement
Registration” form to the relevant reporting centre (see the annexes as appropriate).

IR R P EFTIEREIRSEX (VRA) , SEKKESXIRE R OREE “ARA
H;ASFIL” FI& (B2 RAB XM

6.2.2 Implement the measures required by the risk assessment

PUAT BT RS PP A 2 3R St ) AH S 9 Tt
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The Master should ensure that the measures identified in the risk assessment have
been effectively implemented.

RAC M B AR 7E XU VR4 IR B B R I 1S B B B AT

6.2.3 Implement the Communications Policy #4718 TR R BUE

Master and Crew should ensure critical information does not fall into the wrong hands
e.g. to protect the release of sailing times and routeing information (see section 5.1.7).
Consideration should be given to minimising the use of VHF. Use email or a secure

satellite telephone instead. Where possible only answer known or legitimate callers on
the VHF radio, bearing in mind that imposters are possible.

MEKEMANRERXENER ENMAZF, MZRIFEFMETEFMRREEES
RIPMEERLT (Msection 5.1.7) o

6.2.4 Maintenance and engineering work should be undertaken within any

restrictions imposed by the voyage risk assessment

PNBORIFE DB b SLAE IR UG Al L E 1A AT FR 1) 7 Bl 4 64T
When operating in areas of increased risk identified through the risk assessment - the
following should be considered:

HEXEIEHIRB HANEIENXIEEERE, NEENT:

1. Any work outside of the accommodation is strictly controlled and similarly access
points limited and controlled;

=SS TAER AR E], FEIRM T HEERXAO;
2. All Engine Room essential equipment to be immediately available;

AR A EE g &1 N AT RER 7] FARTS;

3. No maintenance on essential equipment.

TEZREFLTHIFRARE
6.2.5 Carefully review all warnings and information

NEREFANESLER

The Master (and company) should appreciate that the voyage routeing may need to be
reviewed in light of updated information received. This information and warnings may
be provided by a number of different means, including navigational warnings — Sat C
(and NAVTEXT in limited areas) as well as direct messaging in certain areas. It is
important all warnings and information are carefully reviewed.
ﬂ“t’c (AR) NEUMEKTREFERBREENEREEENMTHE. RERMEETER
B EMHA RS, SETES-ECH (K, TBE%IJIZHEH%NAVTEXT&-L%) X
LREXEAREERAXER. MANESNERBAELITME, X—8 ﬁE%i%

6.2.6 Consider speed and manoeuvring % E Y5014 % &

Increasing speed makes it difficult for an attacker to board. Engines should be ready for
immediate manoeuvre. The passage speed of the ship will be determined by the risk
assessment. Consider planning on increasing ship speed, particularly if there is a low
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freeboard. Ships should spend as little time as possible stationary, drifting or operating

at low speeds — especially when working inshore. If stationary, the use of protected

anchorages should be considered, where available, recognising that standards of
protection vary widely.

EERIEMESREETREEMK. LW ERF AR a5 . ARARET AR

ERBENETERE. ZEIESHRBAENITY, S5afETFRBIRNERLT. RN

ZRATREDHIEE . EMBREIT —AERELGERT. MREAT, MiZE St

AFZFRPRHEM . ZIARE], TEINRIFTFEERIRK.

B The ability to get underway and/or increase to a maximum safe speed as quickly as
possible when operating in areas of increased risk identified through the risk
assessment is required is of the utmost importance. This will open the distance
from any possible attack and make the ship more difficult to board.

TEER RS ITE R E RIS AR EAITRS, ARAEE &S RIRE A/ RIZER B AR
ERENENEXREE. IPFNFSEMAENZTENES, FIZMEMEE.

B Manoeuvring away from a threat if detected at range increases the time taken for

the attacking vessel to close its distance from the ship. Similarly making best use of
sea conditions to create the most difficult transit conditions for small craft is another
option. Aggressive manoeuvring when a small boat is close to or alongside makes
the use of ladders and climbing ropes more difficult for the pirates.
RN B —ESEE AL INAVETE] INRE—EEECERRNEIBA, ~3ZEHE
R, T WEMRREBRAETE . B, RFRIEFFAERIGMN/ N EARARER
HIMEE B 7 —MikdE. S—R/RRIAREKRMZ AR, MR ENREEENE
SEEHNERERAHFNEREZEM.

Freeboard %

B A ship underway is most easily boarded at the lowest point of its freeboard.
Additional SPMs should be used to deny pirates access at these points.
REARALITIZS, NTRERSERLERS

B A ship’s freeboard height may change during a voyage. When changes in

freeboard occur the effectiveness of SPMs will need to be considered during the
risk assessment.

RRRAAI TS TS E ST, LS TS EER, XK TEENEEAMAENE
HARIFIETE (SPMs)
Location and time at anchor %35 1) 25 A1 8]
B Keep time at anchor to a minimum where possible.
RA REHRRa H AR ]
B Consider appropriate use of lighting (see section 8.10).
EEFHIEHAIIREA ([Esection8. 10)

B Consider use of “safe anchorages” where they are provided. Information on safe
anchorages is provided in local Notice to Mariners or Admiralty Charts (see
Annexes).
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MRBRE, TEER “R2eEt” XReEMEEREESMMNIUVESRSEHRER
FOBEIRREM (EMFR)

B The location of the anchorage, STS operation and SBM are also important factors
in mitigating risks against attacks on the ship. Ships are most vulnerable when
stopped in the water, drifting, at anchor, carrying out Ship to Ship (STS) transfer,
ship’s ballast management operations or, slowing down for pilot transfer.

SEMALE | STSMEALAISBMAY L B ik F th 2 R B Z WE X H EE R R . ARRAEIFAT.
AR HhSE . EEITRAXTRARIZEX . ARAREFEIR(EA S8R EEIE 5 KT & 5 500 .

Coordinated arrivalfirif$kix

B Passage plans should be designed to result in arrival at a pilot station ‘just in time’

to avoid drifting or waiting in a vulnerable area. Many ships wait offshore and transit
to meet the pilot at high speed. A period of high vulnerability is when the ship slows
down to embark the pilot. Tendering early notice of readiness can be beneficial to
prevent unnecessary loitering or drifting.
FURITRIR TR “RE” BlASIAnE,, LB RESZENXIEBEMSFF. 5%
MAAEBSFLFHFHARERTUHKESIKRER. —BRZZHENMEESMIET
KEESIK EAR. IRATA HEZERERANEHTH LA L ENAHOSRR.

B Do not drift. Avoid being underway without making way.

AEF, BRENITIER KA E
Sea StatelF [HF N

Attackers are known to conduct attacks from small fast craft, sometimes from

motherships, which are easier to operate in more benign conditions. The calmer the

sea state, the greater the risk of attack.

RETEAM, FEESMNNERBELERT, ANSNEBMRLZERT, XHFEERMAE

BTERZRE. BEMTERHE, FIEHXEEX.

6.2.7 Increase vigilance during STS/SBM operations# {1 [a] 1 in 2 ¥,

The STS/SBM policy should be fully implemented (See section 6.1.5).
STS/SBMELSR L FE47#1T (section 6.1.5)

6.2.8 Submit daily position report to relevant reporting centre
R A B iR G ARG PO

When operating inside a VRA, ships are strongly encouraged to report daily relevant
reporting centre by email/fax whilst operating within a VRA.

AR EREREXEEE, BISMAAMEZemail/faxBHEHEXKREFORE.
6.2.9 Consider utilisation of Convoy systems where available

MR ETTEZ BT MRS

In certain areas of risk military forces may offer assistance in the form of group transits
and national convoys.

ARLERHX, TR BT EM BN E ARBAE T
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Section 7

Ship protection measures (SPM)

R RE DR 45 e
7.1 Introduction /4

This section focuses on measures that can be taken by the ship’s crew to mitigate
against attack.

AEXENE S ZMR SRR AU > Z H R

The guidance is based on global experience of attacks by to date. Not all methods will
be applicable to all regions or ship types, and the measures applied on any one ship
will be dependent upon the outcome of the risk assessment.
ZIEEAETIZS A LMK ENEZW . HARFANGEZEHER THRAXEEHAE
AKAUANAR, (EET—REAR B RENEHETEIEBUR T KB ITAA 25 R -

When considering ship protection measures (SPM) it is important to recognise that
ships can be attacked both when underway and stationary (at anchor, carrying out STS
or SBM operations or drifting).

EZ EARRRRIPIENE (SPM) BY, EZEMNRBENRBIM R EMITER LATE T a2 B BE
(Hhs%. STSELSBMIRIETEAN) «

Many companies have their own detailed guidance on ship hardening procedures — all
based on their risk assessment. The risk assessment recommendations and guidance
should be based upon the concept of ‘Defence in Depth’, and a ‘Layered Defence.” The
premise of this concept is that any robust security system must be resilient to partial
failures and that multiple layers of defence make the system less predictable for any
would-be attackers, therefore making the system more difficult to circumvent.

W AR EMBEHERF L BEE CIEAES— XL E T MBI X ITM® .
KGRI AR SR ET “RERE” 1 “ORBH” S, X—BSHaRE,
FHRENLERGHLTRER S RIRGETERE, L EMHEESRGEIHEABERN
WEEREBABATTTN, F1 ZR %505 X LA EE .

Companies may wish to consider making further alterations to the ship beyond the
scope of this guidance, and/or provide additional equipment and/or manpower as a
means of further reducing the risk of attack. If pirates and armed robbers are unable to
board a ship they cannot hijack it. The effective implementation of these SPMs has
proven successful in deterring and/or delaying attack.

AR EEERIEETEE M ARREITE— P TN, FM/SIRBEIMIRZF/HA
B, FRH—DREBNENKENFE. REGEMKEHETEE E—EME, SIS
RENHFE. FXIEAA, B XLARMMRIFER (SPMs) RIRRIHFELERN/SERKE .
TEAZERHREE:
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7.2 Watch keeping and enhanced vigilance {H¥T & na% ak

Before entering any areas of increased risk identified through the risk assessment, one
of the outcomes of the risk assessment is which SPMs are appropriate for the risk of
attack. Preparations should be made to support increased vigilance by:

N N FRE XSG ma X i 2 /i, XSG BRI FEEIEES MY
HENERNEFER. NMFEs, BEUATRSERRN:

Providing additional lookouts for each Watch. When stationary crew should be
monitoring the water around the ship — it is essential that an all-round lookout is
maintained from an elevated position. The lookout team should keep in regular
contact with the Officer of the Watch.
ABYHEMEE A5 HIEMEALRNIZEMARHEERKEE, ASLRFEFA
HEMEXREER. BEVHAN TS ENNSRAAZRFRKE.
Considering a shorter rotation of the Watch period in order to maximize alertness
of the lookouts.
ZIEREENEELREAR, UsXREMESTEENE S
Ensuring that lookouts are briefed by the Officer of the Watch at the start of each
watch on the tactics of local pirates and armed robbers.
TR E A RS R BV S 3 SUR AT S A S e 5 R R R A EE BTN SRR .
Maintaining sufficient binoculars for the Bridge Team, preferably anti-glare. The use
of hand held thermal imagery optics, night vision aids/equipment could also be
considered as they provide a reliable all-weather, day and night surveillance
capability.
RIFEBZHNTERRHEWSIIAER, RTF2MEEL. FRARMGEFE &’
Mg &/ IRENERFATRACREITENEXIE. EREMEE
Maintaining a careful Radar Watch, monitoring all Navigational Warnings and
monitoring communications, particularly VHF and GMDSS alerts.
RESOTEXEST, HEMAMNITESMEERMIKR, LHEVHFAIGMDSSIRE .
Well-constructed dummies placed at strategic locations around the ship can give
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the impression of greater numbers of crew on watch. This is very effective when
stationary.

AR ERNEREZEEMBA, AIUGHXEMAEMNEIR . XEFMFTIE
FHY.

When in port or at anchor regular security rounds should be conducted. The
accommodation ladder should be kept at main deck level and lowered when
required only. A gangway watch should be maintained at all times when the
accommodation ladder is lowered.

EAROSHEAN, NERHITREKE., BB AFEZRRKFEVE, REFEN
UK. SRZEEAUTEY, NIRZ&RFFEE O{EDT.

Approaching vessels should be challenged to prove their identity before they are
allowed alongside.

BILMA REREESEARRA], NMIZEZ R, FERESH.

Consider enhancing already fixed technology such as CCTV for better monitoring
and fixed lighting such as the ship search light. The latter has proven effective in
deterring approaches from the stern.
ZERMEELFENBEBER, WMAKBI, UEFEE. UREERRARS,
INARRAAERERKT . SESCIERR, fE—MA AR AUt PR IE AR BRI .

It should be noted that lower sea states can also improve detection range of
criminal craft both by radar and visually

EREIENRE, BURRER R DU &AM E R RS FRIC M MERERNSEE .
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A proper, visual lookout is the most effective method of ship protection. It can help
identify a suspicious approach or attack early on, allows defences to be deployed and,
can serve as an effective deterrent to would-be attackers.

BENMREEEZRIFAEME AN E. B ABNE R R L AT SRy B iRk
W, BBURTEIMBIEERE, HAT A BENREEL AR,

7.3 Enhanced bridge protection 1n3&% L & {54

The bridge is usually the focal point of an attack. In some situations, pirates direct their
weapon fire at the bridge in an attempt to try and stop the ship. If the ship is at anchor
the bridge may not initially be the focus during a boarding attempt. However, if
attackers are able to board the ship, they usually make for the bridge. The following
protection enhancements might be considered — particularly in those areas where
weapons are often used in the attack (see the annexes as appropriate)

EREEERNENES T%%IRT,E ﬁ@ﬂ%&th%%mﬁﬁAﬁﬂ

ESIA T, W%WT%ﬂ B5ia EZABMNRVES. M, NRK

HTHEEBEM, BNEES %5\fﬁéoﬂu%EMEuTﬁ#%m,%ﬂ%EW$

PEEEARFNMEX GEERME)

B Bridge windows are laminated but further protection against flying glass can be
provided by the application of blast resistant film.
EREANEFELEIRIE, BRI E R REE— PR IR CIRAVRIF

B Fabricated metal (steel/aluminium) plates for the side and rear bridge windows and
the bridge wing door windows, which can be quickly secured in place in the event of
an attack can greatly reduce the risk of injury from fragmentation.

AERXEWEEMHR, eREEEASRAENETFMNETENERE (R/8) 1R,
B AR K PR (5] 35 35 Al B 7 2 4 B XU

B Chain link fencing can be used to reduce the effects of rocket propelled grenades
(RPG), as has the use of sandbags to protect bridge wings. Sandbags should be
regularly checked to ensure that they have not degraded.

AR R AT BPER A BT RS, RGESRERBHEBPRRIF—, NEHRE
I ERBT LS.

7.4 Control of access to bridge, accommodation and machinery

spaces
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BRHEEE. EFEXEIMEHAD
It is important to deny access to the bridge, accommodation and machinery spaces, to

deter or delay attackers who have managed to board a ship and, the following may be
considered:

FRIFSRIEE B BMMZELE, EEEAEANERE. £EXMIMRIEEEE, HAAER

TIRIER:

Escape routes must be easily accessible to seafarers in the event of an emergency.
If the door or hatch is locked it is essential that a key is available, in a clearly visible
position by the door or hatch.

EZRBAT, NRREBRFELNFEMEEN, WRITSAMOKBIA

All doors and hatches providing access to the bridge, accommodation and
machinery spaces should be properly secured to prevent access by attackers.

AR O/ XREHREARTERBBESES. £EXEHAHAOD, AL
MZERP, BLEEEEHEN

It is recommended once doors and hatches are secured, a designated and limited
number are used for security patrols and routine access. The use of these doors or
hatches should be controlled by the Officer of the Watch.

—BIFRIHEE, ZEKEMENBENRE NEEIEEMRE. XL&L5He O
HIEA N BETHRTAER.

Consideration should be given to blocking or lifting external ladders on the
accommodation block to prevent use and to restrict external access to the bridge.

R E EEESMEEFX ERIINERE T, LABTLERREIERAMIMREANSES
Where doors and hatches must be closed for watertight integrity, clips should be
fully dogged down in addition to any locks. Where possible, additional securing,
such as with wire strops, may enhance hatch security.

AFRFKETEMN, NEREOLMKA, & LRBNHEESIH, MRVENIEMHE
S¥hiE, MANLLILIEEROREM.

Removable barriers should be used around pilot boarding points so that a ship
does not need to de-rig large areas prior to arrival at ports.

RZ7E 51 5B AR = B B 2 F TR BRAVFERS , LUER REIRIAE O Z A A FEIRRAE
*/\EIJZV%o

Attackers can gain access through portholes and windows. The fitting of steel bars
to windows will prevent this even if they manage to shatter the glass.
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RZLEAFARESEPEN, RERIBEMERNEZAT, AR LE {18 # 8
WIBREN .

Procedures for controlling access to accommodation, machinery spaces and store
rooms should be briefed to the crew and practiced prior to entering the area of
increased risk identified through the risk assessment.

HENEEX HfeMeERNIEHEFNEEEFMGA, FEEEAEAXEITA IR
XURE 38 0 B9 XSS BT R TR N FETF

7.5 Physical barriers %3 5

Physical barriers should be used to make it as difficult as possible to gain access to
ships. Physical barriers offer many options to increase the difficulty of any climb for
anyone trying to board the ship.

RizE MR FIEE SRR AT Re AN, PIRFERHRZRTRIEME X EEEE R
ABYEIXE

Razor wire (also known as barbed tape) creates an effective barrier but only when
securely deployed. Selection of appropriate razor wire is important as the quality
(wire gauge and frequency of barbs) and type will vary considerably — lower quality
razor wire is less effective.

TIRRLM (BFRMERERIE) B — N EYaER, BR
EMFRENEN. EEESENTIRIEEEE, BATIAMN
RE TIRHIRLEREMOHEE) MHXLBRANAE
Frai iR EHENTIRBRRE.

Concertina razor wire is recommended as the linked
spirals make it the most effective barrier.

U ENITBNL T FHEE RS IEFE R A BN FRE.

Any wire barrier should be constructed of high tensile wire, which is difficult to cut
with hand tools. Concertina razor wire coil diameters of between 730 mm or 980
mm are recommended.

EARE AN MR ZESRENSBLtR, RERAFTTREN. BICER
EXFEEMERE7I0EKRFKIS0EKZ B,

When deploying razor wire personal protective equipment to protect hands, arms
and faces should be used. Moving razor wire using wire hooks rather than by hand
reduces the risk of injury. It is recommended that razor wire is provided in shorter
sections (e.g. 10 m section) as it is significantly easier and safer to use than larger
sections which can be very heavy and unwieldy.

EEREAENLWE, MNERAMNARFRERFIPNF. FEMIER. AL
P RRFENNLW AT LERZ ARG . ZRUREREEN SR (BInER10K) &
£7R, BRNMIBBITESSHER, tERE, HEARKNWSTEARIEERE.
A robust razor wire barrier is particularly effective if it is:
MRETRIFR, RENEHENLNEELIEEBL

@ Constructed outboard of the ship’s structure (i.e. overhanging).
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B RRERRSMU T
@ Constructed of a double roll of concertina wire — the more rolls the more
effective the barrier. The recommended minimum construction is a single high
quality roll securely attached outboard of the ship’s structure.
H—ENEHRSERNLER—RBEREZHEY. BURNEHE—1T 8
IR = B2 R 22 [ B e TEARRZIL S5 45 MI o
@ Properly secured to the ship to prevent attackers from pulling the razor wire off.
Consideration should also be given to further securing the razor wire with a wire
strop through the razor wire to prevent it being dislodged.
RE S EEEMLE, UBLEEREEFFANTIREGHT. ENEERARNLIHETIA
RRLE—PEEETIR%E L, UBLERFATIZ&N%E.
€ Razor wire should be properly maintained so that it does not become rusty.
Rusty razor wire is easier to break through.
FriamRMe My ZERGFHIEES, SHINNLNESZWIN.
Depending on the risk assessment, the use of razor wire on the approach to a berth
should be rigged as not to interfere with shipboard operations. Chocks and fairleads
should be clear, and once alongside if still rigged it should not interfere with port
operations; mooring/ gangways/loading/discharging. Ships generally maintain the poop
area as fully razor wired for the entire period when operating in areas of increased risk
identified through the risk assessment.

RBEBXCIFE, ARIDAMAMSERKLN, NAMEH, UeHSMEERIEL.
FERMGMNIZER, —BFR, MRMAFRMN, TNHRFEDOMEL,; RR/MLH/ %
e/t LRRAATEIRIE XS T E R MBC IS MR XS AR LT, BRI RRE A
MWLM E

Other barriers have proven effective — from hanging swinging obstacles over the
gunwales to specifically designed overhanging protection which prevents boarding by
climbing over the ship’s rails.
HAHIFES 2 L 9IERR R B
By b 225 & IR ARRLIE L SRS/ .

7.6 Water spray and foam monitors & & 7K K&K

MEETEND N EIRRE R B A T EE R,
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The use of water spray and/or foam monitors is effective in deterring or delaying any
attempt to illegally board a ship. The use of water can make it difficult for an
unauthorized boat to remain alongside and makes it significantly more difficult to try to
climb aboard. Water spray deterrence should be controlled remotely — manual
activation at the hydrant by the crew is unsafe, especially where attackers are using
firearms.

1 F & e 7k AE R0/ 8RR M AT B R FELLE Bl He S (2 AT i [

IEEEMRNEE . KNERSEREIFAIRMRRELUFE Tt

R, EXER AR E EmE N . BUKEIRRIZIERE | i,

kﬁU%AE%%ﬁiﬂEﬂ%$ﬁém,ﬁ%%&ﬁﬁ

HERRBFAMTT .

B Fire hoses and foam monitors - It is recommended
hoses and foam monitors (delivering water) should
be fixed in position to cover likely access routes. Improved water coverage may be
achieved by using fire hoses in jet mode and utilising baffle plates fixed a short
distance in front of the nozzle.

158 FARGEZK R0/ SR HE M 2R B U P LE S EIE AR (TR A S RRRI R Bl . KIVER S ER
ZUVFATRUAR A LUSBERMIL, EIXER EMTSEMEXE . BiKEIRN XTI
-MRRTEEEFENHERTREN, AR EREE A AR,

B Water cannons deliver water in a vertical sweeping arc and protect a greater part of
the hull.

KIBAEEERIMACRERK, ATRIPARMFRBIAER S XI5

B Water spray rails — Some ships have installed spray rails using a Glass Reinforced
Plastic (GRP) water main, with spray nozzles to produce a water curtain to cover
larger areas.

IXKE—BLMIRAEMBIERILEER (GRP) KDERRTHEE, MBIMEKEIE
KE, BEERAIXE.

B Foam can be used, but it must be in addition to a ship’s standard Fire Fighting
Equipment (FFE) stock. Foam is disorientating and very sllppery, making |t difficult
to climb through. '
AILUMERRA RS, (BEQLMETENR ERE
HOIHRp IR % (FFE) ROEAL ERYERIMEIRR.
ARENGRERERK, RiF, EE2EH
RAEZE .

The following points are relevant: #><75H . -

B Once rigged and fixed in position it is recommended hoses and foam monitors are
ready to be used, simply requiring remote activation of fire pumps to commence
delivery of water.

—BHUKESCRIABISKIRA I EREE, ZWERREMRAKIESR, AFTERH
B3R Bk AT A FF 4R HiiE 7K

B Additional power may be required to utilise all pumps; the supporting systems
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should be ready for immediate use.

L ARBEEEMIT TR EEZGIINIB NN, XHFRFNHRIEFATA.
B Practice, observation, and drills are required to ensure the equipment provides

effective coverage of vulnerable areas.

EEHITAT, MEFES, UHRIGEEBENESSFRHORL.
7.7 Alarms ==

Sounding the ship’s alarm serves to inform the ship’s crew an attack is underway. If
approached, continuous sounding of the ship’s whistle will distract the attackers and let
them know that they have been seen. It is important that:
RRARA HAEIMER, BAMEMMEEEZHE. MRWEERIAL, HETEHRRERS
LSOMMATRCER D, L NMERITHER L. THEENE:
B The alarm is distinctive to avoid confusion with other alarms, potentially leading to
the crew mustering at the wrong location.
XMERFNSANE, BReE5HEMERARE, BLERSHBRERRNEAES.
B Crew members are familiar with each alarm, especially those warning of an attack
and indicating “all clear.”
MANAEFNER, THEZRENESH “CRER” WES.
B All alarms are backed up by an announcement, in the working language of the ship,
over the accommodation and deck PA system.

FTAMERBLUAMMLIEES £ EXFPERPARZ LM A EIEAE.
Drills should be carried out to ensure the alarm is heard throughout the ship. The drill
will confirm the time necessary for all personnel to move to a position of safety.
BOZ#ITES, RFRENMIMREWIERSE. BEIBWAMBAREBEREMSFRE
HOBE] .

7.8 Manoeuvring practice ¥137V)l1%%

Practicing manoeuvring the ship will ensure familiarity with the ship’s handling
characteristics and how to use avoidance manoeuvres whilst maintaining the best
possible speed. Experience has shown that such action can defeat a lengthy and
determined pirate attack as creating a wash can have a better defensive impact than
speed. Such manoeuvring should only be carried out when it is safe to do so taking into
account the navigational situation.

REAAHL NSRS AR EREARAARV IR AT 1, LUK AR{ATEE AT H AR S RVIRE . 230 5RAR,
XFITEN AT LA MACERFIR BB B BT, B ASIEBECR 51EE AL 7] LA E TR ]
R XMHNRNRBERRIITRENFER T A ALLEE.

7.9 Closed circuit television [#& H 41

If an attack is underway and attackers are firing at the ship, it is difficult and dangerous
to observe whether they have managed to gain access. The use of CCTV coverage
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can allow the attack to be monitored from a less exposed position:

NRWEHEFEHET, BEE EEEMRBFA, WREINTZEMRINFHENZEEMEFEA.

BESEEANBCCTVIER AU RN — RO ZF BN E B RNEEDT;

B Consider the use of CCTV cameras for coverage of vulnerable areas, particularly
the poop deck.

ZREAABBIMBRELIRBEZZTHERXE, THREERIR

B Consider positioning CCTV monitors at the rear of the bridge in a protected
position.
ZREABBINEINRREEEFSRH— 1 ZRIPHMLE.

B Further CCTV monitors could be located at the safe muster point/citadel.
BB RATUEMNERESEE =/ R,

B Recorded CCTV footage may provide useful evidence after an attack.

B & AR R G T IR R B REIEE.
7.10 Lighting 4T3%

Navigation lights should not be switched off at night as this a contravention of
international regulations. It is recommended that:

BB KEMITAT, BAXERTERFRME. ENIAT:

B In areas of increased risk identified through the risk assessment, consideration
should be given to the appropriate level of additional lighting to be used.
iR NI FAE R XBEIL A XS, [iZE RIS KRy RER.

B Weather deck lighting around the accommodation block and rear facing lighting on
the poop deck is available and tested.

5 FEX A Bl 55 K AR BRBA AN B AL FR AR B S X BRRAER AT LAfE A A0t

B Once attackers have been identified or an attack commences, over side lighting, if
fitted, should be switched on. This will dazzle the attackers and give ships staff
greater visibility.
—BREEWRAREE TR, MRLETHERMLT, SAMIZITH. B EREE
ARILEEL, HEMRBERNMECE.

B [f fitted, search lights should be ready for immediate use.
MRLRTHRERAT, TR .

B At anchor, lights are left on as well-lit ships are less vulnerable to attack.

i, KTARRMRATESZRRE
7.11 Secure Storage of ship’s tools and equipment

fii B TR &K R

Tools and equipment may be of use to the attackers should be stored in a secure
location.

ARENNEEERANIAEMEENFHAERENMUE
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B Ballistic protection to gas bottles or containers of flammable liquids should be
considered. Sandbags are not recommended as they degrade quickly if not
maintained on a regular basis.

R B ik 5 A SR S B PR IR Y S B4R HE B LE S R BR3P . TNEIERIDER,
AR ERRYELP, (W) WRESRIREEER.

B Excess gas bottles should be landed prior to transit.

HEZHEIN S RSN R ATEF

7.13 Safe muster points and citadels

ZAREE RAREXE T

When operating in areas area of increased risk identified through the risk assessment
careful consideration and detailed planning is critical to the safety and security of the
crew. The risk assessment should identify the location of a safe muster point and/or a
secure citadel within a ship must also be considered.

7RI T XU I 7 E B KU HE i XA el B, SRR R MR EHITIAEE BAIEMEI K]
EXEE. NBIXNEITAEHERPALEEE S/ R EBEMIVE.

7.13.1 Safe muster points

ZEETR

B A safe muster point is a designated area chosen to provide maximum physical
protection from attack by pirates and armed robbers to the crew, preferably low
down within the ship. This is where crew not required on the bridge or the engine
room control room will muster if the ship is under threat.
ZEEERE—MEENXE, ARESEFEMRRIEZTMAFNERIZERM
PIRIRIF, RIFREMEREMS . RMMAZREN, FFEMRESRATI
REIEERGHMA.

B The safe muster point is a short-term safe haven, which will provide protection
should the attackers commence firing weapons.

REELER— N LURIERRAR SN, —BEXEEFBRIFN, ERIZRHRF.
B Select a safe muster point protected by other locked compartments.
EFE— MRS EMEHANRERERIPHNREEE R

7.13.2 Citadels & pT

A citadel is a designated, pre-planned area where, in the event of imminent boarding by
attackers, all crew may seek protection. A citadel is designed and constructed to resist
forced entry.

BRI R—MEER, FEMRFMM S, EREHEIFRRNERLT, MBMRATL
ERXEIKREP. I ARBIEAIZAFTHERAE LRI NBITHN

Before deciding to use a citadel, thought must be given as to how a citadel situation
might end. The use of a citadel cannot guarantee a military or law enforcement
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response and, the Master may have to make the decision when to end a citadel
situation without the assistance of military forces.
TORTEERBMERTHET, W0 RIFIATEREMERFR . BXEMAER N RERIEESS
BUERRI IRz, T ERRKAIRENSETREERBENBENERL THNEREREM
=R

Well-constructed citadels used by a well-drilled crew can offer effective protection
during an attack. If citadels are used, they must be complementary to, rather than a
replacement for, all other SPM.

EREH RIFNZERERAEEBIEHEAIINZE ZNMAREEVHRF. IR
R TiZzEMR, BN RARMARIRRIFIETERNNE, MASER.

The establishment of a citadel will require external technical advice and support.
However, guidance on construction can be accessed from the sources listed at the
annexes and is strongly recommended to be taken into account in the risk assessment.
BiEE T E RSN ARIES X . BE, XTEENIESE R ATLANMHH
FrFRRIFF R APIRER, SR NEXRITFEPEERXAH,

As well as protection, a citadel must provide reliable means to communicate ashore
and maintain some degree of situational awareness. The ability to deny control of
propulsion to attackers is a further consideration.

BR T RIF, BYEFTE MRS R EATEMNBELAN, HRE—EEENSERFEN.
HHE—LE RN IR R R T EFITF T R G A6

The SSP should define the conditions for use of the citadel and logistics necessary to
survive e.g. food, water, medicines, first-aid kits. The use of the citadel must be drilled
to ensure the Master is able to make the correct and timely decision on whether to
retreat into it.

RRABIR 21T X Sz AR 7E 15 PR B XE PR Y SR - N R T RV ENREE, BIInE4). K. Zm.
SR, EYENERLIUES, LUIARRIGICEEDS XA S ERIRA EHARE
The whole concept of the citadel approach is lost if any of the crew are left outside
before it is secured. Therefore, plans should include a method of ensuring that the
entire crew have entered the citadel.

INRBEFIARR B ERMEETRVINE, BEMANTEENRIAEKRT . A, HRINIZE
ERRES IR EBENBEYE TG,

7.14 STS and other static operations
STSHAE K HA I A HRAE

Attackers have boarded ships on STS operations via the fenders.

The use of a chain link fence, particularly if topped with razor wire, attached to the ships
side rails and supplemented by stanchions in the vicinity of the fenders provides an
effective deterrent to potential boarders. Care must be taken at the interface between
the chain link fence and razor wire to ensure that the best possible protection is
assured.

WHE B I AARER RIS EIEAFITSTSIEAAIAR R
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ERBr Rk L MBI, $55] R URIERRBE T A AL M, MEERRMNIF= AR E S
HMHARXIBENS R AT RBMHIEIR. $RZLMATRL N 2 B AR E = DAL TR,
AT IR IR (Hh BR 4F BOAREF o

The use of gratings, (particularly Glass Reinforced Plastic gratings for ease of fitting)
may be secured in way of open Panama or roller fairleads which will further deter any
potential boarding.

ERRH a2 2WIBERBRRM, EFT2R HECESAOIREFLFLAF M
LURIF, #—SHEIEEMEENTE A

An additional deterrent in the vicinity of the fenders, and ships fairleads could be the
use of water spray.

EREEKEEGER SO LM REIMIRIE .

The hawse pipe should be properly secured to prevent unauthorized access. Use of the
anchor wash may also provide a deterrent.

LN ZEIEILIRAAEN, EREEEATK B RIBTIEIEREIA.

The main engines should be kept at immediate notice so the Master has the option of
getting underway in the event of an incident.

FENNFERTATH, DMERKTER A F 4R DU ST
Other considerations for the Master during STS or static operations:

BRI AESTSHRAE A SIRMEAE FEZ B A EEEI:

B |s there sufficient crew to cover additional security whilst concurrently conducting
cargo operations?

= EAEBHARERITEYE LB AIBHINIRRZES?

B Monitor emails during communications with shore side agents and agencies. Do
not activate “reply to all”, since emails may have around twenty (20) addressees.
Do not let allow your intentions to be sent to unnecessary and unknown email
addresses.

BiE5 R ERENAMAENE TR FBHE “BEREAN" , BEARTHER
A REARLA20MEHEAN . FNEILIREER L E R A ZMAR G FE ittt

7.15 Unarmed Private Maritime Security Contractors

FREMNEFELZ2ABH

The use of unarmed private maritime security contractors would be determined by the
output of the risk assessment. Consideration should be given to the relevant laws of
both flag States and any littoral States. The use of experienced and competent
unarmed contractors can be a valuable protective measure, particularly where there
may be the requirement to interface and coordinate with local law enforcement
agencies, naval forces and coast guards.

ERERFMNEEREAGOFENERBERTREITARIER. NEEMEENEEEN
BXRER. EHAZRMARNVIERE 7¥<@F‘i_{u¢m1ﬁ7ﬁ1ﬁﬁﬂ’3ﬁ¢)ﬂ?’*ﬁm e lp=res
ARERES SMHUENM, BEMEFEE DN RANERIE
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7.16 Private Maritime Security Companies (PMSC) and Privately
Contracted Armed Security Personnel (PCASP)
MNE LR AR (PMSC) KRN &L REE R %N\ 2 (PCASP)

The use, of Privately Contracted Armed Security Personnel (PCASP) on board ships
would be determined by the out-put of the risk assessment and approval of respective
flag State. This guidance does not constitute a recommendation or an endorsement of
the general use of PCASP.

EMEREBFEAANNTAANRERZ A G (PCASP) BURT XU & T4 F1% B ARHEE HEE K
RE. AIEEAAETEEFERPCASPRIE I K Z=HIERK IR -

Any decision to engage the services of a PMSC & PCASP must be taken after a careful
risk assessment of the intended voyage (see chapter 4) taking into account factors
including route, type of cargo, speed, freeboard, and location of any static operations,
levels of protection provided by littoral States and the current threat and risk
environment. The employment of PCASP is only an additional layer of protection and is
not an alternative to other mitigation measures.

EARAFMANELEARRZAT (PMSC) & FAAREELERZ AR (PCASP) HIBRSFZRER,
DI FREAUR (MHEAE) ZEREREOIEMSE . KYPAE, EE., THZ ARGV
ASHME, UGB RESRATRERMAVRIFK T HRTRER. MEREFERREGEERN
BoIFfh . fEFPCASPR 2—MENSMNIRIFHENE, HAREMEFRERIERIE.

The presence on board of PCASPs involves complex legal issues. It is important that
permission is obtained from Flag State authorities before PCASP deployment on board.
In addition, it is essential to ensure that PCASP are permitted by the governments of all
States (littoral States) through whose waters the ship may pass, as the majority of
littoral States do not allow PCASP to operate within their territorial waters. Owners must
exercise due diligence to check the credentials and licences/permits of the PMSC and
where appropriate the PCASPs, to ensure that they are operating legally and that the
weapons are also licensed for their use. In addition to firearms, other equipment used
by PMSC may be subject to arms control restrictions and also require licences for use
by civilians. The owner is under a duty to perform due diligence on the PMSC as the
owner will be liable for the PCASP on the ship. It is recommended that shipping
companies employ PMSC that are accredited to the ISO 28007 standard (or any future
standard that replaces it).

FAAEGHRBARZAS (PCASP) EMSRERBVERERIE. EEMNE, 7EPCASPEREE!
R L2 AT, WIGREAEESBITFA. 1, ATRXSEOBFEES 2 IFPCASPEEGIE
AR, Fitkws i IRPCASPISEIFR B ER CEFEE) BT 1. AL IHITRIFAE,
U EFERRMLARIRS AR (PUSC) BIIEHFIFAIIE, UREREFEATRERERE
EMNLRIRFZ 2 F] (pcasp) BIFAIEFIFAIE, LUARMBINIRIES L, HHARRIFHLE
BERITAT. BRAZRIN, FAEEFMRARRSARERME M E T REZRRFIZHIR
#l, AEEFERERITE. ARAREXPUSCEHITRIVAE, EAMKRIEXARAE LAY
PCASPT1ET. EINAUIEARIRARTE 150 280074R/ERIPMSC (B {E 0] B AR AE Y R RARIHE)
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The PMSC must be engaged on a contract such as the BIMCO GUARDCON that does
not prejudice the ship’s insurance cover arrangements. The contract must be between
the company and the PMSC even if the contract price is being paid for or contributed
towards by a charterer or other party.

FAARFRZ AT (PMSC) wAi5BIMCO GUARDCONZF A2 ImARAARIG ZHEH &R %1T
BRI AR FIPMSCZ BZETT, WBEFEEENEHAMEASE MG ST TTE AT,
Companies should ensure that the PMSC has insurance policies that are current and
compliant with the requirements of the contract.

NBINBRIAARERZAT (PMSC) HEFAIITERIEKRIIREA.

There must be a clear understanding of the authority of the Master and the Rules for
the Use of Force (RUF) under which the PCASP operate. RUF should provide for a
graduated, reasonable, proportionate and demonstrably necessary escalation in the
application of force in defence of personnel on the ship. The Master always remains the
ultimate authority on a ship.

FELHREMKLITUEEM TR EARKRARRZAL (PCASP) E{EEIKERERE S
(RUF) M. AF ERRIFDNRFEAEZRLSARNFRIPER, KEBR[EAHN (RUF)
B2, 8. BEOIMERARR. kR ENESHSE.

The individual PCASP must always act in accordance with the widely recognised
principles of self and collective self-defence.

BIMRERRUIIRELRBET AT N ARIPFEFB ZENITE.

PCASP procedures should be drilled with the crew to ensure their effectiveness during
attack.

RERLZEFNMMRAITRS, WREZTHEITHERYL.

This guidance does not constitute a recommendation or an endorsement of the general
use of PCASP. The use, or not, of PMSCs and deployment of PCASP on board ships is
a decision taken by individual companies following a detailed risk analysis.
AigFaHHEESOARTRMRERREARREARS, AR ELERASTERFANE LR
Z/\F] (PMSCs) FNEREFAANRZEEIFT (PCASP) HHENATZITIEMPNE S HEIEL
RIE

If PCASP are deployed on board a ship, this should be included in all reports to
designated VRA reporting centres and must be authorised by the flag State. Where risk
analysis deems PCASP deployment necessary, it is recommended that companies use
PMSC that are accredited to the ISO 28007 standard (or any future standard that
replaces it).

ISR KRR (PCASP) FBEBEM L, ZEENMIZBIEEMEIRZGLIEENVRAIRE H L
HikES, FELISRIMEERE. IR STHTIAAPCASPEE BLER), BIA
FIERARFAI1S0 280074 EMFAARRZIF D AR (PMSC)  (SRERIBE R ERIRKIFAL)

If PCASP are to be used they should be as an additional layer of mitigation and
protection, not as an alternative to other measures. The crew must not handle or use
firearms.

MRERREER (PCASP) , ENNIZIEARRREHEBRBZEMRIFHMMFIFRER, MA
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EEATTBRMEMER. RN EIETHERANSE.
7.17 Vessel Protection Detachments (VPDs)

R A DR 22 BA

Armed Vessel Protection Detachments (VPDs) are sometimes deployed on-board
ships. VPDs consist of armed State-appointed personnel. Their purpose is to deter
attackers and, to defend the ship if necessary. The presence on board of VPDs
involves complex legal issues and permissions may need to be obtained from the flag
State and authorities in coastal and port States.

A< ERREREZIBIN (VPDs) , VPDsHBIAFIEEM R AGAER. {1898 +R
BMEIEERE, UREEMRIAMAE. VPDsHEESRERAEEOE, FTaEEEMMR
EEFEEMEOELFBREFIF.
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Section 8

Action on Attack and/ or Boarding
S B A / BB SRR 14T 3

8.1 General &R

There are a number of specific actions that may be taken if the crew suspects the ship
is under an attack.

NSRRGSR R L A R — L BN TR R .

A ship could quickly come under attack with little or no warning at any time. This
reinforces the need for good lookout, both visual and radar. Attackers using weapons
seldom open fire until they are very close to the ship e.g. two cables.

— AR ETEHRER AT EE/LF R BEMENB A T ERRERE. XBEXRKMETILEMN
RIREMERETHITRIFEENLEN. WHEERDEARIZAA, BRIEMITIEERE
IERERE, BIanERTHEERERER.

Using whatever time available, no matter how short, to activate any further additional
protective measures and plans will make it clear to the attackers that they have been
seen, and that the ship is prepared and, will resist attempts to board.
ERFIRERMFIEA, Bal/#EERsERHHE—SHEIMRIPRERITY, EREEE
EimEMIEEHM LM, XRMEMIFES, FHIERFIEEREE.

When a ship is at anchor it is unlikely that attackers can be detected and determined as
threatening with sufficient warning to enable the ship to get underway and without
exposing crew members on the upper deck (particularly the forecastle and bridge wings)
to danger.

ﬂ“ﬁﬂﬁﬁﬁﬁ‘f RREAARKATREN BT RIMMEE HHHBENR B EBIBA, FAHEBH
25 HH‘IH"HE%%J&%@LF iR LR R (LHEMEENERS) REABKRZHMm
ERRITREAT .

8.2 Suspicious Approach
A 5 B prRin

An approach by small craft may be a prelude to an attack. The Master should be ready

to:

IMNBREIAFTREREZTFR. MKNIER:

B [f underway, increase speed and manoeuvre away from the approaching small craft
as much as possible to open the distance between the ship and the attackers.
Thereafter, steer a straight course to maintain maximum speed. Consider evasive
actions if the circumstances dictate and allow.

WMRAMITH, RUERERSEEMINIT, TEEE/ME, UHRFRMEMESE
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Z[EMEE. RE, KFeREREELME. MRELERFMALF, ZEABITI.

Minimise crew movement and confirm the ship’s personnel are in a position of
safety or warned to be ready to move.

REBLHMRBE, HEARLARLTREME KK IREMFESEBE.
Activate the ship security alert system (SSAS) which will alert the company and flag
state. Put out a distress alert.

BRI REER ARG (SSAS), ZRGREARMMEE L HER. LMBERER
Activate the Emergency Communication Plan.

BN 2B RITX

Maintain contact with the relevant reporting centre preferably by telephone for as
long as it is safe to do so. On receipt of information in relation to an attack, the
reporting centre will inform the appropriate national maritime operations/law
enforcement centre and in some cases military if in the area, and should ensure all
other ships in the immediate vicinity are aware of the event.

ERZEMERAT, REEHEXIBREPLARBERR, RFSBIRIERR. EWEIEX
WERHERR, REFORBHAXNERESEITH/HUET L, EREFAT, &
MAEZMXNESITeH L, FHNHERMIRETEEMARBEX —FH.

Place the ship’s whistle on auto to demonstrate to any potential attacker that the
ship is aware of the attack and is reacting to it. Initiate the ship’s pre-prepared
emergency procedures such as activating water spray and other appropriate
self-defence measures.

AR E M auto b, [EEMBEEMNKEERAAMAE T HEH N EME RN
BRI EEFNN SR, MESK A REMEMESE DT,

Ensure that the Automatic Identlflcatlon System (AIS) is switched ON.

HIRAISTF IS

Confirm external doors and, where possible, internal public spaces and cabins, are
fully secured.

HIABEARR AR FBER]2 LT HARTS.

8.3 When Under Attack
EiEZR T
When under attack, the following actions should be taken, as appropriate:

HEBBREHR, NEIERETRITH:

B Make a distress call on VHF and all available means.

BEVHFRET AT A A RXIN& LR BIES

B Confirm the attack has been reported to the relevant reporting centre.

WARTEHERGEBXPREP L.

B Confirm the SSAS has been activated.

FAIASSASE fil &
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B |f underway, commence small alterations of course whilst increasing speed to deter
the boarding craft from lying alongside the ship in preparation for boarding. These
manoeuvres will create additional wash and make the operation of small craft
difficult. To avoid a reduction in speed, large alterations of course are not
recommended.

NREMITH, FeRE/NEXZEAE, BEHRSHUE, AL/ MENSIEXARSS12E
BERM . X LRI E MR R A/ NMEREE EE . 298, BT B RIRE T,
AEVFHITRAENZERE.

B All crew, except those required on the bridge or in the engine room, move to the
safe muster point or citadel. The crew should be given as much protection as
possible should the attackers get close enough to use weapons.

BRT LT EREFMIMRIEMERN, IEMAHANZEEARREME, HELHH
T RAREEEBIEN, MAMRNZEIRARERR.

8.4 Action if the ship is boarded
RLE DB RIATS)

If the ship is boarded then the following actions should be taken:
NREFLHECER, MR TITE

B Stop the engines and take all way off the ship if possible and navigationally safe to
do so.

FIEFHIBEE, MRFTREAIE, REEHHAF XN & RMITIZE.
B All remaining crew members to proceed to the citadel or safe muster point. The

whole concept of the citadel approach is compromised if any of the crew are left
outside before it is secured.

TR THMAMEIRERAREEE R IRAERERETEHFREETARSRRE
BESNE, BIREMPESRSWESR.

B Ensure all crew are present in the citadel/safe muster point.
WIRITEMAERER/ REEER

B Establish communications with the company and any relevant military/law
enforcement authority (see the annexes)

S5ARMEXER/HEVMESLKR (WHFH)
8.5 Action if attackers take control

IR 2Ry T MR R A 4T 3)

If attackers take control of the ship, violence or the threat of violence is often used to
subdue the crew. The chance of injury or harm is reduced if the crew are compliant and
cooperative and the following considered:
MRYEEEH TR, 2ERFRNUFENBIHHREIRMSE . WRMERAFIELE,
HERUTER, gL ZEHZHINS:
B STOP ALL MOVEMENT WHEN THE ATTACKERS HAVE TAKEN CONTROL
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AND TRY TO REMAIN CALM.

S EEESIRRARE NIF LGB HREFLE

Offer no resistance once the attackers reach the bridge and the crew have not
moved to a citadel. The attackers will be aggressive, highly agitated and possibly
under the influence of drugs or alcohol. When directed, all movement should be
calm, slow, and very deliberate. Crew members should keep their hands visible at
all times and comply fully. This will greatly reduce the risk of violence.
—BREECIEEY S, MANTRBAEBILZERE, T1EEXR. FHEETRE
SXEEMIGEBNEW, EFEXE, LSEERAWEMN. HEiERE, AR
&N IZ 252, Z1BH, ERIHEN. MANBRERFINFAL, HxE2EF.
X RKELDFRDAER

Leave any CCTV or audio recording devices running.
RFEFAIBREEM (CCTV) B FINICRINFMHEITI;

Do not take photographs.

ERR

DO NOT attempt to confront the attackers.

AN B A U 2 KU

DO NOT make movements which could be interpreted as being aggressive.
AEMEBIEXTF AR REBAREHINIE D)

DO exactly what they ask and comply with their instruction.

M MERMEE, FHEXNHFEK.

8.6 Kidnap 4842

Kidnap can occur in any region where a threat of piracy and armed robbery exists.
Where a ship is hijacked, seafarers may be taken ashore to be held for ransom.

Each company should have a policy in place to cover the eventualities of kidnap and
ransom.

AENEAEEERMARERHIM ML EITHER. MBRNEE, BRATUERT
BlFE EHIRBIEHE. § 0B HIE TSR N xR R & 4R ZR R & E] 7 .

The following principles serve as guidelines to seafarers to survive a kidnapping.

THRNAE AR RERBRENEFIER
DO NOT: FEfH

Be confrontational.
POET)
Offer resistance.

B4
Take photographs.

Ei=k
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DO: fif

B Be positive.
IRFF R
B Be patient.
IRFEFML L
B Keep mentally active/occupied.
RFFRRR/ LD TS
B Keep track of time.
e {ERT(E]
B Reduce stress where possible by remaining physically active when possible.
EFTRERERT, BER AR R NIERIRAZE S
B Remain calm and retain dignity.

REFRERANE ™

8.7 In the event of military action
RAEERITT)
In some areas military or law enforcement action may be provided to assist ships under
attack in certain circumstances. On these occasions ship’s crew should keep low to the
deck and cover their head with both hands, with hands visible. On no account should
personnel make movements which could be interpreted as being aggressive:
EREXE, FENSHUETEAIUEMREZ R ERHENIFR TREDE . EXMIER
T, MANRFREMMEFR, FRNFEELR, WFAR. EEAFELT, RREE
AR FT RERR IR AR 9 B A O BH1E
B Do not take photographs.
ERR
B Be prepared to be challenged on your identity. Brief and prepare ship’s personnel
to expect this and to cooperate fully during any Naval/Military action onboard.
HEE/ EFITHHEM LINERFREZENROSBIRA . ARBAREENBIES
HEMELRRSE1E
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Section 9

Post incident reporting =#E##%s

9.1 General &R

Following any attack or suspicious activity, and after initial reporting of the incident, it is
vital a detailed report of the incident is made. A copy of the report should be sent to the
company, the flag State and other relevant organisations. It is important that any report
contains descriptions and distinguishing features of any suspicious vessels that were
observed (see the annexes and regional guidance for more detail). This will ensure full
analysis and trends in activity of pirates and armed robbers are established and will
enable assessment of pirate techniques or changes in tactics, in addition to ensuring
appropriate warnings can be issued to other ships in the vicinity.

ERFEHORERARENE, EXNEFHHITIERERE, NEHHTFARSEXE

2, RENBIRANLZEELELTF] MMEEMEMEXEAR. EENE, EHTREHBEEIE

P X0 22 B RO AR (AT P 8RR R AR RFIE GE LM FIXIE3ER) « XFFAIRE X B ZH

REBHRENNR D OMBEL S, HEIHEERRATEAREILBATTEE. FHb,

TR EEXS ML A ARAA AL B S ENE S

The period following an attack will be confusing as Companies, Masters and crew

recover from the ordeal. To give the investigating authorities the best chance of

apprehending the perpetrators it is important that evidence is preserved in the correct
manner and, Companies, Masters and crew should refer to IMO Guidelines on

Preservation and Collection of Evidence, A28/Res.1091. By following some basic

principles, the Master and crew can protect a crime scene until the nominated law

enforcement agency arrives. When preserving and collecting evidence, the priority
should be:

BEE AT ARKFAMAMNBEERREDR, ZHELERAXEREFSARRK. ATHE

BELH/RBERFUINSRIBESE, A7 MKIRANSEGREAXTREFNE

IEHERIENIA28/Res. 1091H1E, WAMAEMRISG R IRFIENE. B EE—LLEAREN,

REKARE AR LURIPIE TR I, ERIEEMBUENADEIR. ERFMSEIERER, MK

FEE:

B Preserve the crime scene and all possible evidence, if passage to a safe harbour is
likely to take some time the Master should take initial statements from the crew (this
and talking about the event may also help reduce the risk of Post-Traumatic Stress
Disorder).

RIPICFEIAF T B I RERVIENR, MRMAREENLFE—EATE], ARKMIZITE
REINAT SRRk GRIL X - 7] e B BB T PR 0147 fa R B RERS B9 XS o

B Avoid contaminating or interfering with all possible evidence — if in doubt, do not

touch and leave items in place.

BRI RH T A A RERVIE - IR B LR, FNEMBEMFRIPIT.
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B Do not clean up the area or throw anything away no matter how unimportant it may
seem.

AEFEXMXESTEEMNRA, TEEEERSLANEER.

B Protect voyage data recorders for future evidence.

RIFVDRIE A R SR BYIEHE

B Provide easy access to the crime scene and relevant documentation for law
enforcement authorities.

APCEER TR T EF AN BYIC FEIAFAME X 30
9.2 Investigation &

For law enforcement or naval/military forces to hold suspected pirates and armed
robbers, following an incident, a witness statement from those affected is required.
Seafarers are encouraged to provide witness statements to naval/military forces when
requested to do so to enable suspected pirates to be held and handed over to
prosecuting states. Without supporting evidence, including witness statements from
those affected, suspected attackers are unIiker to be prosecuted.

PUEARTEE/ EEEMIANELEEHEINE SR ZEEEREICH, SHIURHZFMN
)\J\E’JﬁEﬂo HEERE %&%XYE*»IEH‘J‘F’J/EE/ FEIARMIER, LB SR REEICH
BHBRXGERFE. RZAILE, SFZFZWYEEENIER, HREILAKATERE
Ko
Law enforcement authorities will routinely request permission to conduct post-release
crew debriefs and to collect evidence for on-going and future investigations and
prosecutions following captivity. A thorough investigation is critical to ensure that
potential physical evidence, including electronic evidence, is not tainted or destroyed or
potential withnesses overlooked. The company and crew are advised that the quality of
the evidence provided and the availability of the crew to testify will significantly help any
investigation or prosecution that follows.
BUEERI IR R T EM R E R SEH WS IERERMANIEK, DUESFAGEEAEME
IFRAZE., MRAAES THERBENINE, SFEFIEE, THISRIBIIIEEN
IEAWZIMREXRERN. BWARFME, WIERMHAVERREMM S B EIEIEXHE
EREAESE RS EART.

Following any attack or approach the investigating authority will be determined by a
number of external factors which may include:

ERMRESEME, AEAFEEETHMBERRE, HPraEtaE:
m Coastal State; JGFE
B Flag State; fRiEE
B Ownership; AE%
B Crew nationality.fif 5 [E £ Fr £ E
Regardless of who is appointed the process is generally the same but will be dictated
by local law enforcement practice. One overriding principle is that the seafarers should
always be treated with respect and as survivors of a crime.
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TiLE#H T, JIZBERHEER, ERHRISMPUEIRIRGIRE . —TIREZNENZ,
MIGREERR, HRFMEIIMALENERFE.

Once appointed, the lead law enforcement agency will talk to the Master and crew to
understand the sequence and circumstances of the event. The process used is
generally consistent and follows law enforcement practise.

BEPUENA— B I SARKAMARRIRIE, TREGNINFFRERL. MERNER
BEES—HN, HEERPELRE.

Law enforcement authorities may request permission to conduct post-release crew
debriefs and to collect evidence for investigations and prosecutions following captivity.
A thorough investigation is critical to ensure that potential physical evidence, including
electronic evidence, such as CCTV footage, is not destroyed or potential witnesses
overlooked.

?ﬂbﬁéﬁ‘IwﬁXﬁﬁ%&ﬁﬁi HARSRIEITLIR, HAERNZEEREERREIREEIE
&. HIRAVEEN THRBENYIE (BRR FIERE, MARBMRFRE) FHHERSUEE

E@iEA%}S‘i@%}”&?EEEO

The quality of evidence provided and the availability of the crew to testify will

significantly help any following investigation or prosecution.

AR REMAERIEIERN R FIEE B THRERNIAEREZIR.
9.3 Reports &

It is important a detailed report of the event is provided to the relevant reporting
authority. This will enhance knowledge of activity in the maritime domain and better
tailor future warnings or advice the regional reporting centres issue to the maritime
community.

EENRZEAXREHEREEXEHMIFEMARE. XERSIE LETEERIAR,
HEFMAZXERETLEMERLZHNESSENIRERENSE

Companies and Masters may also be required to forward a copy of the completed
report to their flag State, and are encouraged to do so.

ANFIFARK B AT REE R G TR AR S 401X A I TEOARAEE, [EIRTEERNIXAEM -
9.4 Advice E1iX

Interpol’s Maritime Task Force can assist in taking the appropriate steps to preserve
the integrity of the evidence left behind at the crime scene. Interpol also has a
Command and Co-ordination Centre (CCC) which supports any of the 192 member
countries faced with a crisis situation or requiring urgent operational assistance. The
CCC operates in all four of Interpol’s official languages (English, French, Spanish and
Arabic) and is staffed 24 hours a day, 365 days a year. It is recommended that
companies contact Interpol within 3 days of a hijacking of their ship.

EPrFIEEAREE TIEAR U BIREUE L S8, LURTEFEBAE 5BaEi}biﬁE’JﬁE?EE’J**&
M, EFRFIELELE TS —NMEEMESL (CCC), 1NN HEIGREH R EERSIThE
B RERE . CCCEREPRMEEHLRBUMERIES (T, EiE. ﬁi}ﬁhn
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MPFRAAIE), —8365K, BR24/MRITIE. BNESAREEMIAMMIFEIRARKRE
FRIIZELR LR
Interpol may also be consulted to discuss the recommended practices for the
preservation of evidence that could be useful to law enforcement agents pursuing an
investigation. Contact details are: email os-ccc@interpol.int; tel +33 472 44 7676.
EAILCEEERRTIE AR, IR X TREMNFHITHAERPEA R ATRER A BYIERERIZEIL
(L7
BXREARZ: email : os-ccc@interpol.int;

Tel : +33 47244 7676.
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Section 10

Humanitarian considerations A& v%5E

Companies should ensure that seafarers are fully supported after an incident, even one
in which an attack has been averted. Seafarers should always be treated with respect
and as survivors of crime.

NRANBRESHELER, BARBIRINR. IFEREEE THENERLT, 8
RNIRAZIEEHHAALENEFE (TFE) .

The number to call is +44 207 323 2737. Seafarers should ask for piracy support or for
MPHRP by name. SeafarerHelp will contact MPHRP and someone from MPHRP will
respond as soon as possible thereafter by calling back.

Further information can be found at http://seafarerswelfare.org/ piracy/mphrp

K3T+44 207 3232737 EpIB A FHIEEAEEXNRITKI, INSRRER.
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List of AbbreviationsgExxs

AIS- Automatic Identification System
BahRA &%
BAM- Bab al-Mandeb
Sk
CCTV-Closed Circuit Television
) 2 AT
CMF- Combined Military Forces
REEFHE
CSO- Company Security Officer
NSILZ S
EUNAVFOR- European Naval Forces Operation Atalanta
BR B8 F L 45 = K1Tah1E4E R
GoG— Gulf of Guinea
JLAILE
GoO— Gulf of Oman
(B2
IFC-Information Fusion Centre Singapore
N (E 2 E
IMB- International Maritime Bureau
EREER

IMB-PRC- International Maritime Bureau Piracy Reporting Centre Kuala
Lumpur

EirEEEEMERREEREF L

IMO- International Maritime Organisation

EfrEEHRA

TRTA- Industry Releasable Threat Bulletin

1T & A A S

ISPS Code— International Ship and Port Facility Security Code
E PRARAAFNAE O e iR = FN

JWC- Lloyd’ s Joint War Committee

FRAKERFERS

MARSEC Level— Maritime Security Level
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BERRER

MDAT-GOG— Marine Domain Awareness for Trade— Gulf of Guinea
EFTEH A S EIR-JLALE

MRCC— Maritime Rescue Coordination Centre

BEREEMEHD

MSCHOA- Maritime Security Horn of Africa

EMNAEERE

NAVWARN- Navigation Warning

T

PA System— Public Address System

NETERG

PCASP- Privately Contracted Armed Security Personnel
ERANMARERZAR

PMSC- Private Maritime Security Companies

MANBERRZAF

ReCAAP ISC- Regional Cooperation Agreement on Combating Piracy and
Armed Robbery against Ships in Asia

EMFT G BB R LI IAX B EIENE

RUF- Rules for the Use of Force

ERE RN

SEA- South East Asia ZpEglF

SPMs— Ship Security Measures

REARIR R HETE

SSAS— Ship Security Alert System

REARIR ZIRE RS

SSP- Ship Security Plan fRfARZITXI

STS/SBM- Ship to Ship Transfer /single Buoy Mooring
IRXTARE IR/ B R FRIE

UKMTO—- United Kingdom Maritime Trade Operations
ZEEFLERZIS

VHF- Very High Frequency &5NE&

VPD- Vessel Protection Detachment

REARERIF 53 1EPA

VRA- Western Indian Ocean PHEPE
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Appendix A

Other Maritime Security Threats
Ho At - 22 4 R

1. Introduction JT48

This section deals with maritime security threats other than piracy and armed robbery,
and, the fundamental requirements and recommendations to ensure that companies
and ships can respond in a proportionate and dynamic way. Whilst this guidance has
been developed for the specific purposes of mitigation against attack by pirates and
armed robbers, experience has shown that some of the procedures and measures
described can be applied to mitigate against other maritime security threats, depending
on the threat profile.

ALITRERMEKBYLIINYE LR 2R, EARERFZ VAR BMAAGE
REESENFEIEENGR. BRX—ESHHRARREEFR FIEIHMHIER,
B0 RMAR, ko iR FiElE A A TRER e LR 2B, BEBURTEMER

The purpose of this section is to assist companies and Masters in identifying and
preparing for maritime security threats other than piracy and armed robbery that may
be encountered during a voyage. It also identifies the resources by which they can
assess the risk to the ship and crew and identify measures to avoid and mitigate
against the threat in the event that it materialises.

AETH BN Z A RFARCIR A FHERNER EMITH A REB 2 R B ME KL EIL
SN LR B, BITXARAARIAR 53 A9 RS P64 SRR A FIR AR 7 FEFAE B & & B
18 5 FURL A2 BB B FE I o

2. Differences between Piracy and Armed Robbery and, non-Pirate

Threats
RN RS AN IEBE R X5

Other maritime security threats differ from piracy and armed robbery in a number of
ways, and this affects the measures that can be taken to mitigate against them. In the
case of pirates and armed robbers, the intent and methodologies of the attackers are
well established across a number of geographical locations, as are the mitigation
measures for deterrence and avoidance. By contrast, other threats are unpredictable,
can emerge suddenly and may disappear just as quickly. The methodologies employed
by the perpetrators behind these threats are also likely to vary significantly, and as such
appropriate mitigation measures will vary depending on the nature of the threat.

Hit)g L2 MM EITEZ A EARTSEMRELS), XEMWEI R IR REREX
FSZHleI’JT’*ﬁm AEBBAMIEIRIIT, BIKER 15'], TfE%ﬂﬂ,ﬂ—:"\Iﬁtf&%E’JE!ﬂH
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X (FR) EEWERE, RIEMERHNREEREEERE. Bt T, EttEMmERA
FONEY, FTRERFRALI, WATRERIRIEL. XEBMERMNESTZERMNG AR TR
SBERKNTE, FERBEEHEIMEFRFRE

4. Types of Maritime Security Threats other than Piracy and Armed
Robbery
BHEMBELIUNANBE L RSB RE

The nature of a threat to the security of the ship will vary depending on circumstance,
as described above, however, in broad terms, threats can be grouped according to the
three definitions provided below. It should be noted that this list is not extensive and
that other threats may emerge or be identified through risk assessment.

a0 ESCRRIR, HRRAER S B RS EIRET S, B X i, BAATLURIE
UATR=MEXFHITHE. NiZEHNE, X—2HHIEr2EM, LrsEL I
Bl B I XURE VA 0 AR E B AR

3.1 Terrorism 2440 F

There is no commonly agreed definition of terrorism, however, in the context of
maritime security it would generally mean attacking the ship, its crew or passengers in
order to serve a political or ideological aim. Historically, there have been a number of
terrorist incidents against shipping which have demonstrated the variety of
methodologies at the disposal of terrorist organisations. By comparison with
land-based incidents, shipping has a markedly low incidence of attack by terrorists, but
the threat remains, and companies and ships’ crews should remain vigilant and actively
apply the provisions of the ISPS Code (see below). Relevant guidance may be issued
by States, regional organisations and Industry bodies e.g. the Industry Releasable
Threat Assessments and Bulletins.

MBLREMS, X “BHEX HREGZ—HEX, AW, WIIEEBEIRERR.
RRGAEIREITE), REBBUABMWSEIRSHEN. MNAELEE, BLEE—L&xt
IEMBHENEY, FEEHERTRBEXBRAERNEMEE. SEENEH
fatt, AMAZREMS FREMNAERPERIR, BEMKATE, QRIFIARMEMRSEN
RFFES, HRRRETARGHEE.

3.2 War and warlike activity

R R RS 1T

Areas of conflict , either international conflict or civil war, can present risks to ships and
their crews. The extent of this risk will depend on the nature of the conflict and the
modus operandi of the forces involved. Areas of enhanced risk to shipping due to perils
insured under war risks are detailed in the Joint War Committee’s Listed Areas and
companies should refer to this as part of the risk assessment. Information is also likely

to be provided by flag States under the requirements of the ISPS Code.
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MEMX, Tt REFRAREZANLE, HF AR HE RN . Xk aEE/
BEIURT AR RMATRENEMNMERAR. REAFERRTIL TEMNZE
FRRBEE IR XSmRS F I AIEREF R, ARMEEEARNEITEN—E87. RiE
ISPSHRMKVESR, ARMEEtLNiREXIER.

3.4 Cyber attacks
M & R

Ships are increasingly using systems that rely on digitisation, integration, and
automation, which calls for cyber risk management on board. As technology continues
to develop, information technology (IT) and operational technology (OT) onboard ships
are being networked together — and more frequently connected to the internet. This
brings the greater risk of unauthorised access or malicious attacks to ships’ systems
and networks. Risks may also occur from personnel accessing systems on board, for
example by introducing malware via removable media. The safety, environmental and
commercial consequences of not being prepared for a cyber incident may be significant.
The shipping industry Guidelines on Cyber Security Onboard Ships should be
rigorously followed to ensure companies and ships are prepared for the risk of cyber
attack.

RRARER M 2 E A HRBH TN, ERMEINMUNERS, XFEKME LHITRE X
B, FEERARNTEAR, MR LESEAR GT) FRERA (0T) EHEKMEE—M
BRSNS MERERI IR . XIEM T ARERI B SCEEBERAR G AR 4 X
b, MW ATEEF~EEM EARIGRIRSH, @I rBaiEarsI NEERE. W%
BB EHMFERMAIGEHEREANZE, MEMFHWER. NEEETAHELI
KReigr, MRERARMMBIHSTNMERENG S ERZLT.

4. |ISPS Code

B B a5 7 O iR e AR 2N

The International Ship and Port Facility Security (ISPS) Code and associated 2002
SOLAS Amendments were developed in response to the terrorist attacks of 11
September 2001 and the perceived risks to ships and the danger of ships being used
for terrorist purposes. The Code and amendments set out the statutory requirements
for shipping companies, ships and their crews with respect to maritime security.

EPRABARFE QIR AE R RN (1SPS Code) F1#H X% AY20024ESOLASTE IE R 2 J9 R 372001459
A1 BeYE S AR AR IA A AR RS FH A T8 M E X B ERMEIE. (R
My X (EER) BRI LAT. MMARRREEEREFEAEENE.
The Regulations and Code enforce requirements on flag States, port States, shipping
companies, ships and port facilities in order to ensure the security of the ship-port
interface. Some flag Administrations may also designate security levels for specific sea
areas. Under the Code all ships must have a flag-approved Ship Security Plan (SSP)
which determines the measures to be applied at any one of three maritime security
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(MARSEC) levels. The flag State will advise the ship of the MARSEC level during its
passage and it is the ship’s duty to comply by enacting the relevant measures as set
out in their SSP. The process is overseen by the company and Ship Security Officers
and the ship’s Master.

ZHSERE M ESHEE. BOE. FIEAT. MIFEERAEHESR, MR-
AFENEE. —EAMEEENAEA LS ERFESENREFR. RFEACEKX,
BRERAER 8 —15 AR EE HLAERVARARIR 21T XI (SSP) , IZITRIIRTE $T 3 =R EIRYE
ERLF R MARSEC) Xt Sz F R 45Tt ARIEENF7EXT R 1R ZF R ARARIT IR HAIB) mIAGAAEE
HEAER, MAAERERRE (24) A ERIEXER. X—JIZAAF. MRk
ZRFAEKIEE .

Full application of the provisions of the ISPS Code and, in particular, the thorough
development and robust application of the SSP is fundamental to ensuring ship security.
Whilst compliance with the Code is mandatory, there is nothing to prevent a company,
CSO or Master enacting further measures beyond those determined by the MARSEC
Level to ensure the safety and security of their ship, as set out below.

RO ISPSHNIAE, 1572 RAFERNLRMRE N AMBARZRITR ZHAMAR
EHEM. BRETTUIEEERN, BREMHAFUELEAR. £ REMKHEB
8 ERRFREAHENH— LR, URHEREMBNZE.

5.ldentifying and Preparing for Other Maritime Security Threats
REIMER RGN BEERTL R

The following sections explain the measures that should be applied by the company,
CSO and Master to ensure that a ship is aware of and appropriately prepared for any
threats that may be encountered during its voyage to the fullest extent possible. The
processes which should be used correspond to those described in sections 3-9 of this
guidance.

AT BB IS RRFE AR CSORIARIC R RENRIIETE, LARRRRBAREAITHR R ATRER it EIR
B AT B R BT E S ER. NERMRIESAERE-IETHHARE
Fr AR R o

5.1 Threat and Risk Assessment
BB F1 X e 14

The threat and risk assessments, as covered under section 4 of this guidance should
identify and account for the risk to the ship from other maritime security threats. In
determining this risk, the company, CSO and Master should follow the relevant
guidance and latest updates from their flag States, insurance, national and regional
authorities, military forces, and private security information providers.

Y5 R SBATE T FTR RO B A0 XURG TT4 Rz 1R 71 15 BR HL 38 | 2 2 BB X RRARIE AR AT X
fe. EWMEXMAEE, Q8. ARREAMMKNBREMEER. REAT]. EZRM
WA EE. EMMA R EERBENBAXIESMEHEMNER.
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5.2 Company and Master’s Planning
AT

It is important that as part of risk assessment and planning, the company, CSO, SSO

and Master consider the threats that may be encountered during the voyage. This will
provide a clear indication of mitigation measures to be applied.

EARE AT —EBS, 27 ARRRA. MRARERAFMKEZEEERITHA
REBREMIEEEE. XRMIRINAE AR EMIER.

5.3 Ship Protection Measures
gk ik Y

The threat assessment and company planning should indicate the likely presence of
other maritime security threats during a voyage, and will determine the ship protection
measures to be applied. It should be recognised that whilst some SPMs for piracy and
armed robbery, such as increased watches and denial of access are likely to be useful
in mitigating against some threat types, some measures are unlikely to be effective
when the ship is faced with threats of a markedly different methodology or intent.
BT A T RIRAE TR AT E E S L RSB, FHISHE RGN
RIFHETE. MIZIAIRE], 2RAFLHINERNREIBIIMM RPN, IEMEE AR
FIELEINANB R ATREF TR R L LB . SMEIREMNSRSERRER
ESER, —LEEAKATEEN.

5.4 Brief crew, check equipment and conduct drills
HMENR , FERERKHEES

Crews should be briefed on the preparations and drills to be conducted to mitigate
against identified threats other than piracy and armed robbery, prior to arrival in an area
of risk.

AREERXER, NERREENBFETIESTEMES, WRREEFMREE
SN E NS -

5.6 Privately Contracted Armed Security Personnel

MARRREZAR

It is important that companies, CSOs and masters are fully aware of caveats placed on
the use of armed security teams under flag State licenses.

NEl ARREREMKNTEEIRBIK K FRLZAEMEE T TERARFFEEEI

5.7 Action when faced with an incident

X SR A 1T 3

55



As described above, the actions to be taken when an incident is under way will be
determined by the SSP.

WERTE, AUTIERAEBEMPREFIMITEIARRAMAARZITXITE .

5.8 Post Incident Reporting
E Yot

Any security incidents should be reported to the flag State and the relevant local
authority. Where a VRA or other reporting area exists, then a report should also be
provided to the relevant regional organisation as appropriate.
HUREFEHNEMEERA XS LEERE. MRBARERSERX (VRA) EMERS
Xig, MREIEEEB XX ELRRE .
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Annex A

Western Indian Ocean Region
7 B P X

1. General

This annex covers piracy and armed robbery in the Western Indian Ocean (WIO) region
i.e. types of attack and voluntary reporting processes. Admiralty Maritime Security chart
Q6099 describes reporting and routing recommendations, and areas of heightened
risk.

MM EFERENEFE WI0) X aE A MR LIRS, REXBMBEREIEF. BER
8 EREEQ6099 IR T IREFERFMEL, LR XBEHIX

The geography of the region is diverse and ranges from narrow choke points such as
the Bab al-Mandeb (BAM) Straits and the Strait of Hormuz to the wide-open ocean of
the Somali basin. Each area presents different challenges and threats will vary.

Attacks on ships and seafarers have taken place throughout the region.

ZH XA M IR E 24, MEFHRSEELE BAN) FIE RAZ SIS EENHIEEEIED
BRI EREFE, TR . BNEESBE TR IEM . ZHMRFAMBANE
HEZMMXBELE.

Region-specific guidance for the WIO region is provided in BMP 5.

EBMP 5 R T X A EF XBWION K EE S

Joint War Committee Listed Area
REERZERSIHHXIE

The insurance community lists an area of perceived enhanced risk in the region. The
geographic limits of all JWC listed areas can be found on their website:
www.Imalloyds.com/Imal/jointwar.

RIEFFIE TiZMX PO ARKEERSHXE. ; REERERS (W0 FrFIXiEH
HhIE R PR AT E MGG E3#ZE]: www.Imalloyds.com/Imaljointwar.

Maritime Security Transit Corridor
BLReAEER

The Maritime Security Transit Corridor (MSTC) is a military established corridor upon
which naval forces focus their presence and surveillance efforts. The MSTC is shown
on Admiralty Maritime Security chart Q6099.

B EREIITER MSTC) R— N EFER, BEMNEFIENIEN. BEREEMRE
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BEIE LRLIGEQ6099BIRIR/MERE.
It is recommended that vessels use the MSTC to benefit from the military presence and
surveillance.

BIARRAGER “BLREER" , AEEIHIEIBARSIELRIF.

2. Industry Releasable Threat Assessments and Bulletins.
17 & 45 BB Al B N

EUNAVFOR and CMF produce regular Industry Releasable Threat Assessments (IRTA)
to inform risk management decision making for companies operating merchant ships
transiting through the Red Sea, Gulf of Aden (GoA), Gulf of Oman (GoO) and the
Western Indian Ocean. The IRTAs are complimented by Industry Releasable Threat
Bulletins (IRTB), also produced by EUNAVFOR and CMF, which cover specific events
and reflect the dynamic nature of the operating environment. They are a vital resource
to ensure the safety of ships in the region, and should be fully considered as part of the
risk assessment

BRERSFE L= KITaNIRIEER (EUNAVFOR) FIEXEFEENE (OMWF) EEABMEITL A 4%
BT (IRTA BER, AMLEEBITLE. LT 7E (GoA) . FISIE (Go0) FAFENE ¥
HEARN A RRB A EIRRR . 1T A HENASE (IRTB) X IRTASHIT T4 FE, &G
t EHEUNAVFORFACMFHIME, JHiz THEFHHRR T HRIEMMENESSFE. ENEHRiX
WAL ENEZRIR, MIEAXRITEM—ESRRRSER

3. Registration and Reporting
FE AR

UKMTO is the first point of contact for ships in the region. The day-to day interface
between Masters and naval/military forces is provided by UKMTO, which tallks to
merchant ships and liaises directly with MSCHOA and naval commanders at sea and
ashore. Merhcant ships are strongly encouraged to regularly send reports to UKMTO.
RESLERZITEHHLE (UKNT0) RizMXMHNE—IMHRKAR. BKIEE/ EEEP
PAZ ] B EEX R EUKMTOIE H, ERFERAIR, HEESIEMZ AEBFE R EH0 (MSCHOA)
e LAE FRESEHREERA. RIS ARG EHAEUKNTOL E RS

MSCHOA is the planning and coordination centre for EU Naval Forces (EUNAVFOR)
MSCHOA encourages companies to register their ship’s movements before entering
the HRA and if participating in the group transit system via their website

MSCHOAZ BX 8858 Z (EUNAVFOR) RO RIANtE Sy, ZNR A BIRBAAT I N IFARARBA
MSCHOASX I ZEARRRE NS ZX (HRA) AT BT T~k MIuh 7 AAEAREI B [Ewww.mschoa.org.
The MSCHOA and UKMTO voluntary registration and reporting scheme in the WIO has
proven extremely effective. It is important that reporting procedures are followed in
order for military forces to monitor and give guidance at short notice on threats in the
region. Ship reporting is the major indicator to MSCHOA on the level of implementation
of protective measures.
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Regional Contacts:

UKMTO (United Kingdom Maritime Trade Operations)

Email: watchkeepers@ukmto.org
Tel: +44 2392 222060
+971 50 552 3215

MSCHOA

Email: postmaster@mschoa.org
Tel: +44 (0)1923 958 545

+44 (0)1923 958 700

Fax: +44 (0)1923 958 520

Website: www.mschoa.org
USN Naval Control and Guidance to Shipping

Email: cusnc.ncags_bw@me.navy.mil
Tel: +973 3905 9583 (24hr duty phone)

Office: +973 1785 1023 (Office)
Other Useful Contacts

IMB Piracy Reporting Centre (IMB PRC)
Tel +60 3 2031 0014

Fax +60 3 2078 5769

E-mail piracy@icc-ccs.org

Web www.icc-ccs.org/piracy-reporting-centre/live-piracy-map
FURTHER INFORMATION #—2{E R

Further information and guidance can be obtained from the following organisations,
websites or publications:

HE—HEERIERREB N TRELR . B uhE R 3RER

IMO Maritime Safety Committee Circulars.

Annual Summary of Admiralty Notices to Mariners.
Admiralty List of Radio Signals (ALRS) volumes 1 and 6.
The Mariner’'s Handbook, Chapter 13.

Relevant Navigation Warnings and EGC SafetyNet broadcasts on Inmarsat C.
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Annex B

Gulf of Guinea Region
JUP TS X 35
1. General

Bk

This annex covers the Gulf of Guinea (GoG) Region, types of attack and voluntary
reporting processes. The area off the coasts of Cameroon, Benin Ghana,Nigeria and
Togo, can be regarded as that in which mitigation measures against piracy and armed
robbery should be applied. Attacks have occured from as far south as Angola and north
as Sierra Leone.

AMEEIEILALE (Go6) Xig, WMEHELXBEMBEREIEF. BEE. T M. EH
FIEFn 2 B AE X AT A R EGT H 8 AR RN EMERNX . BEELE
ERERFH, EERNFHRXE.

Region-specific guidance for the GoG region is provided in Guidelines for Owners
Operators and Masters for Protection against piracy and armed robbery in the Gulf of
Guinea Region.

HRE. BEANBKEIHESLATE X S AR K HIIERRGE T2
AR AIER

Joint War Risk Listed Area
BEA AR bk XS v B (X 33k

Lloyds JWC has designated an area as being of perceived enhanced risk, and the JWC
Listed areas should be consulted within a risk assessment to determine the appropriate
self-protective measures that should be applied.

FRIEAEIERZERS (W0 HBET —MAARKIERAIXE, JWCHFIH A XN
RS PTI98, LARAE MR ENAYIE 1Y B B ARIPHE T .

Registration and Reporting
FiC ARk &

The MDAT-GOG is the first point of contact for ships in the region offering a voluntary
registration and reporting scheme. Merchant ships are strongly encouraged to register
and report as highlighted in regional guidance and Chart Q6114 and French Navy
Hydrographic Chart SHOM 8801CS.

fniz 7B 5 E1N (MDAT-G0G) 2iZith X AARARIR M B BRI M ETXKINE — PR S,
SN B AR E X EiisE P E AR E 2 XIS E S B &R H T EEQ61 14705
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EEENIEREISHOM 8801CSHIBIFHIAAE

MDAT-GoG

Tel: +33(0)2 98 22 88 88
E-Mail: watchkeepers@mdat-gog.org

Other Useful Contacts
IMB Piracy Reporting Centre (IMB PRC)

Tel: +60 3 2031 0014
Fax: +60 3 2078 5769
E-mail: piracy@icc-ccs.org

Web: www.icc-ccs.org/piracy-reporting-centre/live-piracy-map
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Annex C
Asian Region wix

1. General iR

Acts of piracy and armed robbery have occurred in the straits of Malacca and

Singapore, the southern portion of the South China Sea, the Sulu-Celebes Seas and at

certain ports and anchorages in Asia.

HEDRFBERFFHMEK,. hEREREE. FE-AEEHNERIIN KL EOMEMELE
TR MEEIEIITA.

Region-specific guidance for the Asian region is provided in Regional Guide to Counter
Piracy and Armed Robbery against Ships in Asia.

E T 4 [X e 8 A F B X ) DX 3k g P SR G B 3 T AR A2 X IS 1 7S

Reporting 5

The Regional Cooperation Agreement on Combating Piracy and Armed Robbery
against Ships in Asia (ReCAAP) is the first regional government-to-goverment
agreement to promote and enhance cooperation against piracy and armed robbery in
Asia. Under the Agreement, the ReCAAP Information Sharing Centre (ReCAAP ISC)
was launched in Singapore in November 2006. It was formally recognized as an
international organization in January 2007. To date, 20 States have become
Contracting Parties to ReCAAP.

CIMFT H B R EIL IR EIENED (ReCAAP) BE—MEEFIINIEIL IMNIT EE
BREEHEEN XS BUATENE . RIBWIN, ReCAAPIE 2 HZ > (ReCAAP 1SC) F2006
FNREFRMIKAIL. 200751 BERBINEAEFRELR. i25A1E, EB201MERKA
ReCAAPHU4E L) 75
Under the Agreement, Coastal States undertake the ownership to suppress piracy and
armed robbery against ships, thus the reporting of incidents is based on this principle.
The ReCAAP ISC strongly recommends the victim ship to report immediately the
incident to the nearest Coastal State through its MRCC, in accordance with the
IMO/MSC Circular 1334. The Coastal State is urged to undertake appropriate response.
ReCAAP Focal Point of the Coastal State shares the verified information of incident
through the Information Network System with the ReCAAP ISC and other Focal Points
on a 24/7 basis. Based on the verified information, the ReCAAP ISC issues a warning
and/or an alert, as appropriate.

RIEZNE, BEBEABITHEESEMKEKIEHMRANSE, AUREEHREETX—E
MY, ReCAAP ISCIEZUEINZEMRIRBEEIFEEHYL mw%mmq% , MEBRITE
BEREZEASRARIONGEERSEEN. BUEAHEBEEHESERMN. B/SEHRIReCAAP
B4R S iBIL (5 2 W48 2 5t SReCAAP | SCRNIELfh BX 48 224/ TH Z B A% SEHIE {5 2 - ReCAAP
ISCE % HiE HIE S/ HER.
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The Information Fusion Centre (IFC) is a multi-national maritime security information
centre based in Singapore. It has international liaison officers from the of more than 10
countries working at the centre. The IFC aims to achieve early warning of maritime
security threats through information-sharing cooperation with its partners to facilitate
timely operational responses. Best Management Practice should be followed where
practicable, taking into account inputs from the local maritime security agencies.
FEERMEHIL (IFC) 2—MRAEFMKNZEEEREERP L. ZHLEREI0Z1E
KOEPRKEE REZFLIE. BRREEMEF ONBEREEIEH .:.1’|51M4=E’J1Z,u
HZE51E, UG LREEMNESRTE, UBERFMNSSRE. EYIEAIITHE

T, NEEISHEERLHNANRAN, BRREEEXK.

The Singapore IFC voluntary registration and reporting scheme is well established.
This VRA is extremely large and should be considered in conjunction with the IFC listed
‘areas of concern’ and guidance provided when preparing a risk assessment. In the
event of a suspicious approach or an actual attack, the Master should contact the
nearest coastal State through its MRCC. Reporting requirements in Asia are complex
and full details are contained in the Admiralty Charts Q6112 and Q6113.

M ESMEF OERERIENRGEHEEEEN. BEREXE (VRA) EEX, K5
IFCHItHAY “KESEE” Fdmbl KBCITMARTIRMAIESER—EEE. INRBAENEE
B SEPREI IS, MRKRIZBIE SR KRN EAH L (MRCC) BXARRIEAABEZR. EILM,
REMERERMTENAT B S EEEIREEQ6112F01061135,

REGIONAL CONTACTS

Information Fusion Centre (IFC)

Email: information_fusion_centre@defence.gov.sg
Tel: +65 6594 5728 or +65 9626 8965

Fax: +65 6594 5734

Website: www.infofusioncentre.gov.sg
ReCAAP Information Sharing Centre

Email: info@recaap.org
Tel: +65 6376 3063
Fax: +65 6376 3066

Website: www.recaap.org
IMB Piracy Reporting Centre (IMB PRC)

Tel: +60 3 2031 0014
Fax: +60 3 2078 5769
E-mail: piracy@icc-ccs.org

Web: www.icc-ccs.org/piracy-reporting-centre/live-piracy-mapp
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Supporting Organisations

BIMCO

BINCOZ R F RAMEITMENS, H120SMNERMEL20001MLR, &
W RIEIMS6s. BIMEHKEREAEREA. SEA, 58, ZEAMKE

Ao ERA—1EEFILAZE, BIMCORIE M R EESIKNE ABIENE, Bt
TR FNSE AR, LUREFEMS RN E.

CDI RRIZT 1994 &, BR—xHKIFERFINAM, LB FIRERN EHE KR IREARAA
MK EHIE. OO NEZRREFMHMESHEREGEHENR SR
EME BT UMHERONEE, EDEFERMLEREFTLS
EWCEM AR AL ERARHRER AN AN IS RS, UhBIEEIT
RERERTHEERN

=

cu Cruise Lines International Association (CLIA)
CLIA Rt F E & RAHRRITI R FZh<, AR AR MR —aIE ST FM
SN, CLIA ZHFFBRASLE, AEFHIT 2500 MR RERZBARR .
ZE. BRFMARLEAERE MG, BN TR A . ZERREw
ERA—NR—MEIKAR, BIES. HEMEHR R XBHLEF =,
BN EL B SIS IS -
mm [nternational

WP Chamberof Shipping
o ShHnneTie kg International Chamber of Shipping (ICS)

1ICS REIFREZEEERGhS. 1S REERTIUHNEAM SREAREE
K, I F. 16S RAHERBENSKFTET 80%pItH FEARBA. 1CS

RPREXEENA. 1CS 255810, BEFmEEE S EER
RS, EEMEEHFEED. 16S 2H—FK 2/, AAEREKTEHAEEEK
AERITI G B EERE. it SERFEMEREE A, www.ics-shipping.org
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1) INTERCARGO

The International Association of Dry Cargo Shipowners

1980 TR, #I%F IM0 JEBFFHEL S AL, B 1993 F, 2—1 8
BHAERFILELR, RRTEMAKRAFIZE. INTERCARGO 2RI, LR
THEMRE. BEBAGMEEETH, MM ZEEXXETHFMITEDL
B%E, FRlRERS. MEMEHEE L.

INTERCARGO #f/ SR{ESLEL, KEREFREEHLE (IM0) . HaiTIitIzARE
IR SESETHTFEEREME. HEBEETERMA =S8R,

International Federation of Shipmasters’ Associations

FSMA {32 T 1974 &, H/\PMERMKIBSEEF ERRSHMKIKEHR—
Z—mMEW AL, ER—NMEEFMMIEBUAMAESR, EIBNTRS
KA E. ZEKESHERE 60 MERNAY 1 A1 FamKETHEER
MEBIEAMERR. 1975 5, IFSVA #I%F T 1EAEPREE AL IEBAT
BANEEBEE, ZKREATURRBKNENL, RIPREKIFE.

IGP& International Group of P&l Clubs

B 13N EZHEREHMSERIE" EFrRRER. ENAEIKIET 90%RYIT
FPEALIR SRR (RIPFINEES) . BREHEEFREIMS AERGIRHEES
X = ARB XM ERMRE SR sk, GHsRMEEIR,
AR AEMM K. BRBEAS RIRHMRIELIE ., AR BRI FIR AR
B 7 EAIARSS -

£ IMCA

International Marine Contractors Association

IMCA RFRTHF LEXSHEFBEABHMEXELE, RAKE 60 %
MEXR. EHMT—HERITZEARIESXH, EREEXTEIRER
FHOE. REEEME. REAHREESNMRZEAERLXEN. HlH
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T THONEZVAERNKRALK, GiFg EHK. iz, ZEERER

GrANFNITENE

XLERSH —MAAREIF, HESE BR. B2 REMIE; gE /A

2 EERR EFBRMENES B RRMKRKE. ZhafEtkES

SEE 9 A B AR K BOMFRIEM . ARFIHEMENE, JbEMEEE.
=

InterManager

EfrAREIE = REFREAREETI NS . BNMNKRERANSE=M

FRZIE, RRGAESHEXALNAMBXEER WAL, HEEEARSSE

5 000 ZHARR, HHAR25 AERE5R.

'Cc'"'ﬂmwmmﬁmu ICC INTERNATIONAL MARITIME BUREAU

AT 1992 FHEPMEE /S AR S H 0 (IMB PRC) Azl iz # % Z7aY
24 I©BFRRSS, MEAXEEHFE (A ENEMEESREZICEEH,

Bl ERIEERREF ORI IEBAFNGE, SERS AN XL
ZHENEHXAINIR. (EATR S EEIREERREERE P OIREF
HAMEEIRE A, EfRSEREAREF DR BESEHEE SIS MHERI 1IE
kB, ERUBEEREEIE2HLLZEMIAEERGIRTE, UIREMH
FIIRESL 2R, www. icc—ccs. org/piracy—reporting—centre .

Y IPTA

lllllllllll

EfreRckhs, RIAZT 1987 &, KETUKER/BEMRANFE, H
B4R AEFREEHELE (IM0) 7R FE R/ BRI RIEAE KRV,
A7 B E LA A B B R AR BR AR AR VBR8Pl IPTA 7 1997 FRISIERE
PR EEREBFAL SN, HEE2XFEMREEHLEAME—S]
HA B E T EFREE ARV . www. ipta. org. uk

IMEcInternational Maritime Employers’ Council Ltd
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IMEC 28T M—HHhTEME EEEXAMAEL. ERE. FEERE, &
BHEL, IMEC A 235 ZRMEAFEIRAN, HHHEL 8000 fEARAH, 5 CBA
ElFRxRF L1z (1BF) .

IMEC AR S 5381511, IMEC BIiEEF Rt EIFFEEBAIE LT
it 700 B F32 AR

\

iy

ISWANT The International Seafarers Welfare and Assistance Network

EPRE S Ef RIBMME R —NE UKEMBIEFRIEBATALE, BhTiRS
EHCERRRERET .. RAEEMER. I BN, K115 EHE Pl
RAAE]l BORBFAFERE—EIME. HNXELTK 150 HiERET .

HNTZBEE WY E R RMNIBRKRE, 184 24 /N2 MIE S kB,
Tt TRt Ltts, FBERMAFEELRFT. www.seafarerswelfare.org

()lllnternational Transport Workers’ Federation

Efrzfi LABESR— 1 ER (TF) , REMREMIAISEKES. £
mMaEzELAERERIRI T & ERAA ITFIR5RE. B 1896 FLUK,
ITF —E&EWMES, MESX, ITFRET 2R ELMNFE, HbEss i
ZBARRE ITFMEIRMMG. |TF EESHNEMAEBENERINFEME,
FHARIAEWIHITIR TR ESEE, URIP T ARF & AARF . | TF FEIRR 5,
TERMNEF2EIE.

) INTERTANKO

Intertanko EEPRIMIGHEMENS, B2—MTU SN BERITIEMERESE
EHIISIn. B 1970 F£LL3E, INTERTANKO —EH EMIHEMALHNES,
WmERRIEEKRAEEEHZ S, JEMESEFE.

Joint War and Hull Committees

Joint Hull Joint War Committee

67



KRERMPEMIKS R FERSBT AR 1UA 2B IR F K FRE
B, tiTRERT ARHH AN E g LA AR F R 55 AR FI 5.
XRRAHE A Z R EA RN, FIFEIMRRER BIP R TE
MG X . fEZRFIFEARART AR A PREE A SLIE KB A& R SE Bl f K
o

OCIMF

—=— The Oil Companies International Marine Forum
OCIMF XJ /7. Ak ~m. ANFmMRASHRENEREHBNEA
HMARIBERMEMmS (“S5R” ). OCIMF BIfEdy 2R A MM, BSkFnE Lk
XEMZERIMRMEL A EMRSNE, RE T RELARE R RSt

www. ocimf. org

The Society of Independent Gas Tanker and Terminal Operators Ltd

SIGTTO JEZ S MM EERMEBIRAE, ISR — 1M EPFREEDR,
SETR R Z BEHRAREEMEEITR, UIRS MR LH R S FRIE
AEM.

ALBR, MEHRARRE, AERERIRXXFSEEE, UMTIER
&%, e5SEMITINAN . BUFFMBATEHNG (BEEREEHER) REFTIE
K&, UBEFMEHFXASSMMEFITRNREFTE.

'y )
-
v Yy
WORLD SHIPPING COUNCIL

The World Shipping Council (WSC)
ERAREFRMELAMEL AT S . WSCHRRANRIZREELMEM. R/
REMARETWM, ENSEXYILENIN AR, LIRS ZHEH
TEHOBZRZMERN 60%, HEFFEBT 4 FIZETrIE. WSC WBIRZ
ArelRE— MHEANES, AESERBIEEMEMT L EFRNE
1Erh, AEF ERN—LEERFIETITHRRL R
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x iz (BMP) NBEE S NS/NANR

@5 Combined Maritime Forces (CMF)

B LEAEIBN (CMF) , fH2Tk 32 MERBEEMNFANEESIEIAEF
XERAELR, AT HRMWBHFRFEITELREITEIMNS0) &1F, IREZREH
RERE LIME . ONF IRIE=NEX AR S EBRA (CTF) , BB X ELE, T T,
ZOEZM, MAREILES, BEMNS, ENEFEMMAREE. BKEESE
BA 150 (CTF150) tasig L& EM& %, CTF151 ik IR TIAITHEE,
CTF152 ER S RMAMAERE L REFKRE.

17 8) www. comb i nedmar it imeforces. com

or e-mail us at cmf_info@me. navy. mi |

¥ EUNAVFOR (The European Naval Force) BXKERIEZE
BHEMEAME R R AITTO8REER. BNz AR AENEFE
SRR . BREE NAVFOR FIfESS = () (RIPHEFRBITRIBMEM S ZTHE
HIRRAR, #0; (QFIE. BrlEHEHE EBRMERBINITA. XFEG) N
e ESHE, EFEREXSEEE EMITER, WEZNELERER
¥g. BREE NAVFOR it 5137 (4) mmmfs D Eigmpamias. FEit, fFRiTE
HORELLFFI, RREE NAVFOR 4R [XIEiE LR 2 RAIRMER, MM AKEE
X—EARBEZMNMXARE ZHNRE. e hERMEEHE R TIEM
H 53@k. http://eunavfor. eu/

~Maritime

:‘:J/’ SECURITY CENTRE
Maritime Security Centre Horn of Africa (MSCHOA)

EMz g L2 ety (MSCHOA) EBREEEZE (NAVFOR) HY—NEELHER
4y, EIBXEE NAVFOR HIZESFSCHIARLERR, FERIESERAINZ . MSCHOA F
TTE RS EZMIEN AHHIEHE RIRERSS . XE—FXIKEER
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L 1816 SRR ENAZFE, P OB TREZXE
AREZIEHRIXEE, HPEEMAITER. BREESEMRESIERITAE LT
R ERBREMPNEHABMTEMEHEFELR, EZREFILEAT/H
iR Bid SRS AR MRKFIE MR Z X HF R B TIXTE, MSCHOA R45 T X
Leykig 5 F I E R B E R R HIER . B, MSCHOA AT H{EE2H=Z=F
iy, AEERBREZFNERF. ERABLERIPBRREMRRZIEEMN
BRENIE, URIPF—DNEKRENRE AL . www. mschoa.org

UK Maritime Trade Operations (UKMTO)Z: [E g R 5%

UKMTO BE N EEENEMAKENEE HEM XX AR S . UKMTO tBE
IEARAAIRTEE L REE 06099 HITEIEBBIREMITX, SMHEATLIEAE
&, REEHAET—MEEBNAE/RE M 2ARE.

bEfE, Mm@l Z@pEXE SR A EEEREE ERMRMR L, HXHER
BEHITIN, NTHEESXNEHNERNE . BX UKNTO WEZEE,
B AR

Emergency Telephone Numbers:
+44 (0)2392 222060 or +971 5055 23215

Email: watchkeepers@ukmto.org

Web: www.ukmto.org
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